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Abstract

The general adoption of cloud computing resulted in frequent security incidents, including data breaches
in both the public and private sectors. Cloud service providers operate without transparency, fail to com-
ply with regulations, and exploit private data for targeted advertising and training artificial intelligence
models. The major tech companies have also been found to collaborate with intelligence agencies to il-
legally surveil individuals and governments by sharing private data, such as email communications. This
study analyses the feasibility of Fully Homomorphic Encryption (FHE) as a solution to these security and
privacy concerns, focusing on spam detection and email providers as representative subjects in the uni-
verse of outsourced computations on users’ private data. FHE maintains data privacy by enabling com-
putations while the data is still encrypted, but it demands substantial computing and memory resources.
The development of FHE-based applications is complex, requiring advanced knowledge of mathematical
and cryptographic concepts. This work assesses the feasibility of FHE through experiments in spam de-
tection by implementing Fully Homomorphic Encryption Spam Detector (FHE-SD), an application using
the Concrete-ML libraries, which abstracts the complexity of FHE and simplifies its adoption. The ex-
perimental environment is a device with limited hardware resources, chosen to test if FHE can function
without specialized hardware. For meaningful results, FHE-SD supports spam detection using machine
learning algorithms, which are commonly used for spam detection. Four machine learning models are
implemented in FHE-SD, in their FHE and on-clear versions, enabling various metrics and performance

comparisons against traditional approaches.
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Resumo

A adogéo da computagdo em nuvem resultou em incidentes de seguranga, como vazamentos de dados
nos setores publico e privado. Provedores operam sem transparéncia, descumprem re-gulamentacdes
e exploram dados privados para publicidade e treinamento de modelos de inteligéncia artificial. As
empresas de tecnologia também colaboram com agéncias de inteligéncia para vigiar ilegalmente indi-
viduos e governos, compartilhando dados privados, como as mensagens de email. Este estudo analisa
a viabilidade da Criptografia Completamente Homomoérfica (CCH) como solugao para essas questdes
de seguranga, com foco na deteccado de spam e provedores de email como objetos representativos
no universo da computacao feita por terceiros em dados privados. A CCH mantém a privacidade ao
habilitar computagdes enquanto os dados estéo criptografados, mas exige elevados recursos computa-
cionais. O desenvolvimento de aplicativos baseados em CCH é complexo e requer aplicagdo de con-
ceitos matematicos e criptograficos avangados. Este trabalho avalia a viabilidade da CCH por meio
de experimentos em detecgédo de spam implementando o Fully Homomorphic Encryption Spam Detec-
tor (FHE-SD), um aplicativo que utiliza a biblioteca Concrete-ML para abstrair a complexidade da CCH
e simplificar sua adogdo. O ambiente experimental comporta um dispositivo com hardware limitado,
escolhido para verificar se a CCH pode funcionar sem hardware especializado. Para melhores resulta-
dos, o FHE-SD tem suporte a deteccdo de spam usando algoritmos de aprendizado de maquina, que
sdo medidas anti-spam comuns. Quatro modelos de aprendizado de maquina foram implementados no
FHE-SD, em suas versées CCH e em dados puros, permitindo métricas e comparagdes de desempenho

em relagao as abordagens tradicionais.

Palavras Chave
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The general and often compulsory adoption of cloud computing has resulted in numerous security in-
cidents, including data breaches in both public and private sectors, exposing the personal information of
millions of individuals. Furthermore, service providers often operate without transparency, disregard reg-
ulations, and exploit private data for purposes such as targeted advertising and training Large Language
Models (LLM) based services, which has become a highly profitable sector. Additionally, many Electronic
Mail (email) providers have been found to cooperate with intelligence agencies for illegal surveillance of
individuals and governments. In this work, we focus on email providers and spam detection as subjects
to represent the services provided in the cloud or computing outsourced to third-party servers.

Before the internet and email technologies, people managed their physical mailboxes by sorting let-
ters and discarding any unwanted mail. However, with electronic mail, most of the classification is done
by email providers through spam detectors or anti-spam filters, which analyze the content of users’ emails
to detect spam.

The possibility of providers analyzing the content of private messages may seem extraordinary, but
it is a fact. Email server administrators can access the content of all stored messages, which are often
kept in plaintext files on servers’ disks. When encrypted, the secret keys are generally maintained by
system administrators themselves [18]. Suppose users want to guarantee their privacy, even in the eyes
of email server administrators. In that case, they need to encrypt their messages in advance using tools
such as OpenPGP [19], which is not trivial for most users.

Regulations, laws enforcement, and terms of use are necessary but insufficient to prevent unautho-
rized access and misuse of private data. Nevertheless, with spam detection and email providers as
subjects, this work proposes Fully Homomorphic Encryption (FHE) as a solution to those branches of
security and privacy concerns. FHE could increase confidence in the future of cloud security by ensur-
ing persistent data encryption on third-party servers while enabling computations on the encrypted data
without compromising privacy. However, FHE feasibility and adoption continue to be a subject of study
also due to the high computational requirements and implementation complexity, which usually implies
advanced mathematics and cryptography principles.

This work reinforces Fully Homomorphic Encryption (FHE) as a solution to security and privacy prob-
lems related to spam detection and email providers. FHE could enhance confidence in cloud security
by ensuring persistent data encryption on third-party servers while enabling computations of encrypted

data without compromising confidentiality.

1.1 Motivation

With the popularization of cloud computing, many applications are no longer executed locally, on-premise,

and are delegated to remote servers managed by third-party providers. In the case of email applications,



tasks that were executed locally by Mail User Agents (MUA) can now be assigned to email providers
through web interfaces. Popular email services such as Gmail, Yahoo, and Outlook tend to neglect user
privacy. For example, they use anti-spam measures as a pretext to access the content of messages for
data collection. Gmail’s terms of use state that all emails are scanned to identify spam and malware [20].
Google even admits that until 2017, it scanned content to create advertisements, maintain features, and
for other purposes [21].

Yahoo goes further than Google by directly declaring that email content can be used for advertising

purposes. The following excerpt from Yahoo Mail’s terms of use explicitly acknowledges this [22]:

”... Our anti-spam team may review messages marked as spam or non-spam to improve our

spam defenses ... This information may be used in personalized advertisements ...”

Microsoft’'s Privacy Statement vaguely describes data collection for its Artificial Intelligence (Al) chat-
bot "Copilot’, which is integrated with Microsoft 365 products such as Outlook [23].

The violation of email confidentiality is not limited to the providers alone, it also involves collaboration
between technology companies and organizations focused on espionage. The former National Security
Agency (NSA) contractor Edward Snowden released thousands of classified files revealing extensive
global surveillance programs. The documents included conclusive evidences of cooperation between
the NSA and major email providers. Big Tech corporations such as Google, Apple, Meta, Microsoft, and
Yahoo collaborated by supplying data from millions of users, governments, organizations, and authorities,
including email communications. The Snowden’s files revealing this information were compiled and
published in several prominent newspapers worldwide, such as The Guardian, The Washington Post,
and The Intercept [24-26].

Figure 1.1 shows one of the documents released by Snowden where it is possible to verify the in-
volvement of the Big Techs Microsoft, Yahoo, Google, Facebook, PalTalk, Apple, YouTube, Skype, AOL,
and Apple in the NSA's PRISM espionage program. It details the notation utilized to send real-time notifi-
cations about private information that could interest the NSA. The first two characters refer to the Yahoo
provider, and the third character refers to the type of content. The NSA also used the Xkeyscore system
to collect in real-time almost all activities of millions of users on the Internet. In the case of Microsoft, the
cooperation went even further, as the company implemented a backdoor in Outlook so that the FBI could
access the content of emails before they were encrypted in Microsoft servers. In one of the documents

provided by Snowden, the NSA praises Microsoft’'s cooperation with the following sentence [27]:

”...collaborative teamwork was the key to the successful addition of another provider to the
PRISM system.”

This level of engagement was not exclusive to Microsoft, Yahoo also implemented software to scan

all users’ emails for specific keywords supplied by the FBI and the NSA [27].
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Those pieces of evidence highlight the pressing need for enhanced security and privacy measures
to protect the confidentiality of cloud data from criminals, organizations, and even national agencies.
PRISM is not the only case, many others exist, such as the Five, Nine, and Fourteen Eyes alliances.
These alliances involve collaborations among countries for surveillance and intelligence gathering, with
broader and more complex implications, including industrial espionage [28—30].

Fully Homomorphic Encryption (FHE) features can address all those concerns by allowing third-party
servers to perform computations on encrypted data while maintaining continuous secrecy. It also offers
additional value through its quantum resistance, which results from the hardness’ of the underlying
problems upon which FHE algorithms are built. As a result, it will not be compromised when quantum

computing becomes a reality.
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Figure 1.1: PRISM Case Notations

1.2 Contributions

Having Fully Homomorphic Encryption (FHE) as a solution for the given examples of security and privacy
challenges, our purpose is to execute a set of experiments to evaluate the feasibility of FHE in spam
detection applications. The feasibility is not limited to enabling computation on encrypted data but also
includes reducing development efforts and making FHE go beyond the academic research scope to be
effectively adopted by other sectors.

We evaluate and demonstrate the feasibility of FHE by developing an application named FHE-SD, a
spam detector capable of identifying spam on both FHE encrypted data using Concrete-ML and on clear
data using scikit-learn libraries. The FHE-SD supports several metrics based on ML models’ prediction

results and execution times at different stages, which help analyze and compare how FHE performs

"In Computational Complexity, hardness refers to the difficulty of solving a problem, typically characterized by the absence of
known polynomial-time algorithms to solve it.



against on-clear counterparts. Four machine learning algorithms were integrated into FHE-SD to train
both FHE and on-clear models’ versions for practical spam classification. Machine learning is the most
successful type of spam detection solution and is a technology that can be heavy on computational re-
sources usage. Those aspects make it an ideal choice to consistently evaluate how FHE performs in
demanding contexts and closer to real-world scenarios. FHE-SD implements the entire Machine Learn-
ing (ML) workflow, from preprocessing to training and prediction stages. The term on-clear will be often
used in this thesis, referring to scenarios that do not apply encryption or when working on non-encrypted
data or plaintext. FHE-SD utilizes Fully Homomorphic Encryption over the Torus (TFHE) as the under-
lying FHE scheme that has its complexity abstracted by the Concrete-ML (CML), making unnecessary

working directly with the TFHE scheme implementation.

The objective of evaluating the feasibility of FHE can be divided into three sub-objectives.

» Demonstrate the FHE potential to replace traditional solutions by achieving results in machine
learning performance metrics, such as accuracy, identical to their on-clear counterparts.

» Demonstrate that libraries and compilers can reduce the effort required to implement FHE-based
applications, make the development process possible for non-cryptographers, and consequently
facilitate broader adoption of FHE.

» Assess whether hardware acceleration or specialized hardware, such as a Graphics Processing

Unit (GPU), is necessary for applications like spam detection.

Research Questions

The objective and sub-objectives can be summarized in the following research questions.
1. Is FHE feasible and possible to adopt in real-world applications such as spam detection?

(a) Can FHE spam detection solutions achieve identical inference and ML performance results
as their on-clear counterparts?

(b) Can the development process of FHE-based applications be facilitated and made attainable
to non-cryptographers?

(c) Do applications like spam detection require hardware acceleration or specialized hardware?
To address this question, we establish that specialized hardware is unnecessary if a single
spam email can be classified as spam or ham within 10 seconds. The reason for this threshold

is explained in Chapter 5.

1.3 Thesis Outline

This study is structured as follows: Chapter 2 provides a brief overview of the fundamental technolo-

gies and background knowledge required to comprehend this work, including networks, machine learn-



ing, spam detection, and cryptography. Chapter 3 presents a brief literature review and related works,
comparing their contributions with the contributions of this thesis. Chapter 4 focuses on the proposed
solution, describing the development of the FHE-SD application and the experimental methods. Chap-
ter 5 evaluates and discusses the experimental results. Chapter 6 contains the conclusion, outlining the

achievements and proposing future directions for research.
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This chapter covers a range of disciplines necessary to understand the research methodologies,
results, and conclusions within the context of this thesis. Section 2.1 presents the basics of the Internet
Protocol Suite (TCP/IP) and email protocols. Section 2.2 and Section 2.3 outline various categories of
spam and methods for detection and mitigation. Section 2.4 and Section 2.5 cover the necessary theory
to explain the machine learning workflow and techniques used to implement FHE-SD. Section 2.6 and

Section 2.7 provide an overview of cryptography and Homomorphic Encryption (HE) fundamentals.

2.1 Internet Protocol Suite

The Internet Protocol Suite, also known as TCP/IP stack, is the set of communication protocols used on
the Internet. That collection of protocols enables network communication between computers and other
devices on the Internet. The TCP/IP architecture is structured in four layers to better divide and organize
functions [31]. In general, the higher layers obtain services from lower layers by transferring information
to each other through the interfaces between adjacent layers. Protocol layering has conceptual and
structural advantages, allowing a structured way to discuss and update system components [2]. Another
widely accepted model is the 7-layered OSI; the comparison can be seen in Figure 2.1 [32]. Each
model has its advantages. Since several manufacturers and technologies exist, the protocols define the

necessary standards for the network connection between different systems.

This chapter presents just a brief overview of the protocols and network technologies related to email
communications. In-depth descriptions can be found in the Request for Comments (RFC) referenced
along the text. The RFC are technical documents where protocols and other internet standards are
specified. They are authored by volunteers, engineers, and computer scientists and published by the

Internet Engineering Task Force (IETF), the main internet standards organization [33].

i Application
Presentation |Application
) Session
24 Transport | Transport
) Network Internet
Data !_lnk Link
Physical

0SI Model TCP/IP Model

Figure 2.1: OSI and TCP/IP models compared
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Email Protocols

The email protocols serve the purpose of transmitting text messages between network computers with
the possibility of also sending attached digital files. More rudimentary and limited email versions were
first used in the 1960s, but essentially for communication at universities and restricted to the same main-
frames. In the 1970s the programmer Ray Tomlinson, at the time linked to the Defense Advanced Re-
search Projects Agency (DARPA) and the ARPANET project, introduced the use of the symbol @ in email
addresses in order to separate the user name from the computer domain name, which makes it possible
to identify the recipient’s host on the network. Sometime later, email communications began to be widely

used on local networks and on the internet [34].

To send a message using protocols based on a client-server model, the user connects to an email
server through a Mail User Agent (MUA) application client, such as Thunderbird and Outlook. On the
email server, the user has their own mailbox, which can be a file directory where messages exchanged

by the user are stored and accessed from the MUA [35].

The type of program that archives messages received in users’ email boxes is a Mail Delivery Agent
(MDA), which is activated by a Mail Transfer Agent (MTA) - the Linux’s program Procmail is an example
of an MDA. The MTA is responsible for transporting emails between servers via SMTP [36]. Figure 2.2
summarizes this dynamic, and in the following sections we briefly explain how some of the main email
protocols in the TCP/IP protocol stack function: SMTP, POP, IMAP, and MIME [1].

SENDER RECIPIENT
User composes User reads
email email
Email Editor/ Email Editor/
Reader | | POP/IMAP POP/IMAP | | Reader
POP/IMAP Server Server A POP/IMAP
Client Client
Local Email Server File Server File Local Email
Storage System System Storage
SMTP Client |—— SMTP Server SMTP Server [ SMTP Client
o
Sender’s Client Sender’s Local Recipient's Local Recipient's
SMTP Server SMTP Server Client

Figure 2.2: Email Protocols [1]
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SMTP Protocol

Simple Mail Transfer Protocol (SMTP) [36] is an application layer internet protocol in the OSI model,
see Figure 2.5, and the primary protocol for sending and receiving emails in the TCP/IP protocol stack.
Therefore it depends on the Transfer Control Protocol (TCP) to make the connections that are made by
default through port 25. The SMTP transports a mail object, which is composed of the envelope and the

content. The envelope is usually generated based on the elements "from”, "to”, "cc”, and "bcc” inside the
email object, and contains the necessary information to accomplish transmission and delivery. The mail

object content is described in Section 2.1.

The original version of SMTP was used only for host-to-host messages through Mail Transfer Agent
(MTA) type programs, such as Mail, Sendmail, and Postfix, which are found on Linux systems. However,
to send the message, both the sender and the recipient need to be online. This limitation was overcome
through dedicated servers, which receive emails and redirect them to recipients when they are online.
MTAs continue to be used in the client-server model; they are even responsible for assembling mes-
sage envelopes through the "MAIL FROM” and "RCPT TO” commands in the SMTP protocol [36]. The

Figure 2.3 illustrates an example of communication via SMTP [1].

CLIENT Client-Server Mail Connection SERVER
{(Composes (Active open for
message with B data connection)

mail program) 220 (sendmail server greeting)

-

HELO (identifies sending host)

-
-

250 (host okay)

[
Lad

MAIL (sender's address)

—

250 (sender okay)

-
-

RCPT (recipient's address)

i
-

250 (recipient okay)

DATA (put server In receive mode) -

_—1
-

354 (okay to send mail)

(email text, followed by “.")

250 (mail accepted)

.
o

221 (server signs off)

Figure 2.3: SMTP [1]
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The following steps and Figure 2.4 exemplify the SMTP operation, where the sender (Alice) wants to

send a message to the recipient (Bob) [2]:

1.

Alice executes her MUA, enters Bob’s email address, composes a message, and instructs the

MUA to send the message.

. Alice’s MUA forwards the message to Alice’s email server, or email provider, where it is placed

in a message queue.

. Alice’s email server, which has an SMTP service configured, selects the message in the queue

and opens a TCP connection with Bob’s email server.

. After the SMTP connection is established, the MTA of Alice’s SMTP server sends the message

via TCP connection.

. The message arrives at the MTA from Bob’s SMTP server and triggers the MDA, which places

the message in the email box belonging to Bob.

. Bob executes his MUA to read the received message. If Bob’s email server is temporarily down,

the message waits on Alice’s email server for a future attempt.

In step (2), the MUA can use both SMTP and HTTP protocols for connection. In (4), communication
is done exclusively through SMTP, while in (6) HTTP, IMAP or POP3 can be used. POP3 and IMAP are

described in the following section, however HTTP is not discussed because it applies only to the use of

webmail clients, usually accessed via internet browser.

Itis important to note that the SMTP protocol has limitations that are mitigated through other standards

and protocols, such as MIME, discussed in Section 2.1, and Extended Simple Mail Transfer Protocol

(ESMTP), which provides the structure for extending and enhancing the original SMTP [37].

A_Ilice’s ﬂ I_3|ob’s Q
Ntow PN Enmow f @
OO s

Message queue ﬁ User mailbox

Figure 2.4: Example of sending an email [2]

IMAP and POP3 Protocols

Internet Message Access Protocol (IMAP) [38] and Post Office Protocol Version 3 (POP3) [39] are appli-

cation layer protocols in the OSI model (Figure 2.5). These types of protocols are also called Message

Accessing Agent (MAA), as they serve for message recovery in step (6) of Figure 2.4, maintaining mes-
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sage states, searching for messages, and some other basic operations the MUA can make on the emails
received.

These protocols are competing, with IMAP being the most used because it facilitates access to emails
from different devices, has more advanced functionalities and better synchronization, and does not re-
quire space on the local disk. While POP3 is simpler and faster, it depends on downloading all messages
to the local device and, by default, deletes the email from the server after downloading. In general, POP3
is useful when the user has their emails stored locally or accesses them offline [2, 35, 40]. Regarding
email attachments, adding different types of files to the emails requires specific encoding, which is en-

abled by the MIME protocol.

7 Application SMTF, IMAR, FOR, HTTP
s (oo ]
=)
o
&
|
[Commin
1 Physical
L.

Figure 2.5: ISO/OS| Model

MIME Protocol

The original SMTP protocol only supports ASCII character encoding, so it cannot handle accented char-
acters and other special symbols. This limitation also affects binary files, which would prevent attach-
ments from being sent in emails.

The Multipurpose Internet Mail Extension (MIME) protocol is an internet standard defined in RFC-
2045 [41]. It was created to overcome the aforementioned limitations, and its integration with SMTP
is described in RFC-1869 [37]. Therefore, MIME is an extension of the SMTP protocol that allows the
sending of different types of files attached to emails. The MIME header describes the types of attached
files or data, which when sent are converted to 7-bit Network Virtual Terminal ASCII (NVT ASCII) encod-
ing. This encoding is supported by SMTP, transfering the email as described previously in Section 2.1.
When it reaches the recipient, it is converted back to the original encoding according to the content types
defined in the MIME header.

In summary, MIME is a protocol with rules for transforming data between ASCII and non-ASCII en-
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coding, allowing sending attachments and texts in non-ASCII languages, such as Portuguese, French,

and Chinese. In Figure 2.6, the MIME header is exemplified in the structure of an email.

From: Alice <alicefexample.com>

MIME-Version: 1.0 | % MIME Header

Content-Type: multipart/mized;
|boundary="**boundary text**"k—} Define email delimiter

This is a multipart message in MIME format.

F—XXXXboundary Lext F——b Email delimiter
Content-Type: text/plain

this is the body text Email Body

F—**boundary text** |—» Email delimiter
Content-Type: text/plain;
Content-Disposition: attachment;l s attachment of type text
filename="test.txt"

this is the attachment text

F-**boundary text**-——>» Email delimiter

Figure 2.6: MIME Header

Internet Message Format

The message in an email object has a plain text format, using ASCII encoding, and is composed of three
parts: an envelope, a header, and a body. The envelope, also discussed in Section 2.1, contains the
information necessary for the MTA to process the messages received. The header has one keyword
per line, and a colon follows each keyword. Some keywords are optional and can also be utilized by
the MTA and MUA. In Figure 2.7, we have an example of an email header [18], followed by the CRLF
separator, and then the email body. The keywords "From:” and "To:” are mandatory fields corresponding
to the sender and recipient respectively [2]. The format of the email message may vary depending on

the optional fields displayed and if used in conjunction with other protocols, such as MIME protocol.

2.2 Spam

Spam are unwanted messages sent in electronic format, most commonly email, but can also occur in
other media such as mobile text messaging and social networks. The act of sending spam messages
is known as “spamming”, generally sent on bulks of messages that can be abusive and deceptive, and

those that send spam are referred as “"spammers”. A possible analogy for spam are the pamphlets and
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From: John Doe <jdoe@machine.example>
To: Mary Smith <mary@example.net>
Subject: Saying Hello
Date: Fri, 21 Nov 1997 89:55:06 -0600
Message-ID: <1234@local.machine.example>

« CRLF
This is a message just to say hello. | Email Body
So, "Hello".

—— Mandatory fields

Figure 2.7: Email Header and Body

unaddressed advertising, which we still receive without consent at our homes today. In summary, spam
is the propagation of unsolicited messages on various electronic communication platforms.

The term spam was inspired by a product from the company Hormel Food Corporation, a canned
meat that appeared in a Monty Python sketch where a restaurant menu has spam in almost every dish,

”

and at some point, a group of vikings starts to repeat the word “spam”. In some publications, to refer to
the opposite of spam, authors use the term “ham”, which is the same as non-spam [42]. The term spam
was used for the first time via email, supposedly in 1994, in a USENET discussion group [43].

Initially, spam served mainly for marketing and pay-per-click advertising but soon started to be utilized
for fraud. Among the very first was the "419 Fraud”, where someone presenting themselves as from a
foreign country asks for a certain amount of money in order to falsely give the victim access to a more
significant sum of money that under certain conditions would be shared for both sides profit [44].

Nowadays, fraudulent techniques using spam continue to evolve. They are used to steal banking and
personal data, install viruses, steal passwords, and engage in several other criminal activities. Some of
these techniques include phishing, quishing, and scams that utilize artificial intelligence (Al). Phishing is
the most common method, where the spam message is disguised as a legitimate email to trick the victim
into providing information or clicking on a link that inadvertently installs malware. Quishing is a form of
phishing where the user is manipulated into scanning a Quick-Response (QR) code that can compromise
the device.

The methods of spreading spam are constantly evolving and becoming more sophisticated. In De-
cember 2022, around 45% of email traffic on the internet was spam [45]. In 2022, the introduction of Chat
GPT led to increased use of Al in social-engineering attacks, including spam. From the fourth quarter of

2022 to the third quarter of 2023, there was a 1265% increase in malicious phishing messages [46].

The following is a selection of different forms of spam:

+ Unauthorized advertising. » Scams, fraud.

* lllegal Commerce. » Phishing, quishing.

* Pornography. » Steganography.

+ Dissemination of malicious codes. » Al based social-engineering.
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Among the strategies to combat spam are educational campaigns, anti-virus software, managing
network port 25 used by SMTP, and anti-spam filters [47].

2.3 Anti-spam Filters or Spam Detectors

Anti-spam filters are tools to detect and block spam. There are several types and implementations of
anti-spam filters. In general, they use algorithms that consider the probability that parts of an email may
have spam characteristics. For each identified part is assigned values, if those values exceed a certain
threshold, it is marked as spam. Among the main attributes taken into account for spam detection are
IP address, domain, content, and related reputation. The following subsections describe some of the
common techniques for detecting spam. These methods are often combined to overcome individual

deficiencies [48].

2.3.1 Origin-Based Filters

Can be considered the least invasive type of anti-spam filter regarding user privacy. Origin-Based filter
detect spam using the email header and network information. Under certain criteria, it scans the header
fields, if the sender is on a blocklist, for example, then the email is discarded as spam. The blocklists

are types of origin-based filters.

2.3.2 Blocklists

Blocklists are databases widely used as an anti-spam measure. They allow the filtering of SMTP traffic
from senders using IP addresses with bad reputations. Blocklist filtering is a very efficient mechanism
that does not require inspecting the email content and preserves user privacy. Standard Domain Name
Service (DNS) lookups are used to query these databases during an SMTP connection or when email is
received.

There are three types of blocklists: blacklist, whitelist, and greylist. Implementing these lists is rel-
atively simple and generally involves techniques that use DNS to identify and link IP addresses and
domains. The requirements for each system can vary according to the policies defined by the system
administrators. For example, some blocklists are more aggressive and focus on blocking the highest

amount of spam, while others are more permissive to avoid false positives [2, 35,49].

The following itens describe the three types of spam blocklists:
 Blacklist: Databases or lists that contain IP addresses and domains known for abuse in sending
spam. They are maintained by administrators, providers, and operators, some of which are

publicly accessible. Among the situations that can lead a domain to a blacklist is when the IP
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address of the sender using the domain changes very frequently and sends a large volume of
emails to several recipients. Blacklists require low CPU usage and allow spam to be blocked at
SMTP level.

» Whitelist: As opposed to blacklist, senders present in this type of database are always consid-
ered reliable. Administrators and users maintain these lists, defining the email addresses that
are trusted. The contact list in a user’s email client can also be considered a form of whitelist,
as contact addresses bypass spam detection.

» Greylist: This approach evaluates new senders and identifies and blocks spambots, that are
programs designed to send spam automatically. In general, legitimate servers make more than
one attempt to send an email; if they do not, the email is marked as spam. Greylisting can be in-
convenient, as it slows down the sending and receiving process given the additional interactions
required [50]. Greylists are also known as challenge-response systems, as some implementa-
tions challenge the senders with an automatic reply, requiring them to prove if they are legitimate

and not an automated mailer or spam bot [35,51,52].
An example of greylisting is presented in Figure 2.8, where [3]:

O t0 represents the moment of sending the first message from the new sender, its inclusion in the
greylist, and the temporary blocking of the message.

O t1is the time interval for the second sending attempt, if exceeded, the address is removed from
the list and future messages restart the process as if they were the first messages and are
temporarily blocked again.

O t2 is a second attempt made within the {1 interval, the sender’s address is added to the list and
is blocked during time interval {2. After t2 the address is removed from the list and the next email

is considered first message.

12 msg begins to accept if not accepted until now, remove register
0 tt |
1 | B
T TTT time
4 t2 |
message temporarily I’ .
declined msg accepted

I 2 to . ms
<I>1-msg=. =é g %O msg

Figure 2.8: Greylisting, adapted from [3]
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2.3.3 Heuristic Filters

Heuristic filters are implemented by assigning rules based on the administrator’s or user’s experience.
They can be simple validations, such as the existence of a specific word in the email subject, content,
or parts of the sender’s address. An example is the "Sieve Filter’ available in email providers such as
Protonmail [53].

2.3.4 Filters by Content

While blocklist filters examine email headers and other network data, content filters operate by scanning
the content of all emails, searching for patterns that indicate spam. Various algorithms, such as heuristics,
and machine learning-based filters, can be employed to implement these filters. Content filters are widely

used and effective, but they can be highly invasive, potentially compromising the users’ privacy.

2.3.5 Filters Based on Machine Learning

The increasing computational resource demand for spam detection is a cause for concern, implying on
high memory usage on servers, significant network traffic, and substantial CPU time for email process-
ing. Another reason for concern is the constant adaptation and improvement of spamming techniques.
Several machine learning methods are used nowdays to address those issues. Machine learning is a
sub-area of Al in which systems use algorithms that learn and improve independently based on data and
previous experiences. Implementations of these types of anti-spam filters are also called spam classifier
models. Section 2.5 describes in more detail the machine learning algorithms applied in the experiments

and development of the Fully Homomorphic Encryption Spam Detector application (FHE-SD).

2.4 Artificial Intelligence

Artificial Intelligence (Al) is a field of research in computer science focused on implementing computa-
tional systems that attempt to imitate human cognitive functions, such as learning and reasoning. These
systems are designed to acquire data, learn, and adapt for specific purposes. However, the definition
of Al is still a subject of debate, involving not only computer science but also neuroscience, psychology,

philosophy, and other areas.

Russel and Norvig describe four notable Al definitions adopted by researchers [54]:
» Thinking Rationally: The agent is intelligent if it can think logically to correctly understand the
real world, such as in Aristotelian syllogisms. However, it does not generate intelligent behavior,

which implies the Acting Rationally definition.
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» Thinking Humanly: The agent is intelligent if it can think like humans. It involves psychology,
cognitive sciences, and a complete understanding of human cognition.

» Acting Rationally: The agent is intelligent if it is capable of autonomous operation while adapt-
ing to the environment and pursuing the best outcomes.

« Acting Humanly: The agent is intelligent if it can pass the Turin test and act like humans.

Walter Pitts published the very first Al work in 1943, proposing a model of artificial neurons. In
1949, Donald Hebb created the Hebbian learning model, which describes rules for updating connec-
tion strengths between neurons. After that, several other works were considered to be Al related, but
the most influential was the article by Alan Turing, published in 1950. It describes the Turing test, which
involves three participants: a human judge, a human enquirer, and a computer attempting to convince

the judge that it is human [55].

The following is a summary of the capabilities required to pass a Turin test [54]:
« Natural Language Processing: Communicate successfully in a human language.
* Knowledge Representation: Store what knows and hears.
+ Automated Reasoning: Answer questions and draw new conclusions.

* Machine Learning: Adapt to new circumstances.

The Al field of research was formally established in 1956 with a workshop at Dartmouth College in
Hanover. Later, in the 1980s, the industry saw a significant influx of investment, only to experience a
subsequent decline. Much of the Al foundations used today were set in those decates, particularly the
underlying statistical theories.

Al has become popular again in recent years due to the vast amount of data available through the Big
Data phenomenon. ML algorithms require large training datasets to achieve acceptable accuracy, and big
data has taken it to unprecedented levels. In 2023, the global amount of data reached 120 zettabytes [56]
against 33 zettabytes in 2018 [57]. Another factor is the powerful hardware available; some learning
algorithms running on specialized hardware, such as highly parallelized GPU architectures, can consume
over 10'* operations per second.

It is critical to note that maintaining data centers to store and process such large volume of data has
significant energy requirements and environmental impact. A recent peer-reviewed study indicates that

Al technologies can consume approximately 29,3 terawatt-hours annually. This level of energy usage is

comparable to the total energy consumption of entire countries [58].

2.5 Machine Learning

Machine Learning (ML) is the process of training computing systems with data, enabling them to learn

and improve over time to predict outcomes based on past experiences; the prediction process is also
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known as inference.
Machine Learning is a subset of Artificial Intelligence, illustrated in Figure 2.9, where lies some of the
technologies used to implement the FHE-SD. The most critical stage in ML is the training, which requires

extracting knowledge from a large volume of high-quality data [54].

Artificial Machine Deep
Intelligence Learning Learning

Figure 2.9: Al Subsets

Anti-spam filters are designed to detect spam emails and discard or move them to a spam folder. To
implement that process, a developer could use standard programming and algorithms to compare the
words in emails to a list of prohibited words. An email containing a certain number of these prohibited
words is flagged as spam. While this method may sometimes work, it does not account for an unlimited
number of unforeseen conditions and exceptions. Whenever a requirement changes, such as a new
condition, the code or algorithm must be reworked, retested, and redeployed. These issues can be
addressed by using machine learning algorithms to train ML models.

ML model training require large email datasets, which are collections of spam and non-spam email
examples used by ML algorithms to learn the features necessary for spam classification. The ML al-
gorithm trains an ML model by receiving as input samples of emails labeled as spam or ham. Once
trained, the model can predict whether new emails are spam, even if they were not part of the training
dataset. This process is known as inductive learning from examples, where machine learning algorithms
make decisions based on patterns learned from known examples without human intervention or coding
changes in unforeseen situations. As described below, inductive learning from examples is divided into

supervised, unsupervised, and reinforcement learning [54, 59].

» Supervised Learning: The algorithms learn through examples, and the data is pre-labeled with
the expected results or outputs. The resulting models are trained by taking data samples (input)
and expected outputs (labels). Once trained, the models can predict the correct output for new
unknown data. In the case of a model trained for spam detection, a large dataset of emails is
the input training data, and each email in the dataset is labeled as spam or ham, which identifies
the expected output. Inside supervised learning are two branches of algorithms: classification
and regression. For classification algorithms, the prediction tasks have a target of discrete type,
serving the purpose of predicting the category or class. The regression algorithms work over
continuous variables, for example, predicting values such as prices and age in a population.

* Unsupervised Learning: The algorithms learn through examples, but the training datasets are
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not pre-labeled, so the resulting models learn from the data without supervision, determining the
patterns by themselves. Although there are many uncertainties in the results of these models,
we can obtain useful information, such as unexpected categories. An algorithm example for un-
supervised learning is the K-means clustering, which can be used to find similarities and identify
classes, or categories, in large datasets [60].

* Reinforcement Learning: The algorithms learn through trial and error by receiving many un-
labeled examples, like in unsupervised learning. However, the learning process is reinforced
by positive and negative feedback, reward, or punishment, according to the solutions provided.

The reinforcements adapt the models to achieve results that may provide more rewards.

Implementing machine learning solutions involves multiple stages. A typical workflow is represented
in Figure 2.10 and is based on the approaches applied in this thesis. The concepts and techniques

shown in the workflow are described in the following sections.

Prediction

Training Dataset

PREPROCESSING i Model Training Process

s | [ Algorithm ]—D[ Evaluation ] ;
h
Features Extraction

Training 1 i
| Data | :

Labels || Normalization
f Real Data

Processed Spiit Data * Testing
Data Data

Cleansing

[ Raw Data |

v

Tokenization

h 4

Figure 2.10: Model Training Workflow

2.5.1 Model Training

Model training is a fundamental stage in the machine learning workflow. It involves applying an ML al-
gorithm to datasets, enabling the algorithm to learn from experience and examples to achieve specific
goals. Each algorithm has distinct strengths and weaknesses, making some more suitable for certain
types of problems and data than others. This thesis explores four algorithms: Linear Support Vector
Classification (LinearSVC), Logistic Regression, Decision Trees, and Extreme Gradient Boosting (XG-
Boost).

The final result of the training process is a model, which is a program or computer system capable
of making decisions and predictions from unseen input data. The performance of a model is directly
influenced by the quality and volume of data used during the training process. Larger datasets provide

enough examples to assist the model in achieving generalization. Generalization is the main aspect of
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a successfully trained model, giving it the ability to adapt to new and unseen data. Models that fail to
achieve generalization may experience issues related to either overfitting or underfitting [61].
» Overfitting: The machine learning model performs well on the training dataset but performs poorly
on unseen datasets. It means that the model’s accurate predictions mostly correspond to data in
the training dataset, failing to generalize to other datasets [61].
» Underfitting: The training data may be of low quality or insufficient volume, failing to accurately
represent the underlying pattern in the training dataset. It can result in high bias and poor perfor-

mance on both training and testing datasets [61].

There are several statistical methods to evaluate model performance and detect issues, most of
them utilize the following notation: True Positive (TP), True Negative (TN), False Positive (FP), and
False Negative (FN).

Accuracy is the most utilized ML performance metric. It is defined as the proportion of actual in-
stances retrieved, positive and negative, among all instances retrieved, showing how close a set of
measurements are to the correct values, see Equation (2.1). This metric is appropriate when the classes
are well balanced, in other words, when the number of positives and negatives in the dataset is propor-
tional [61].

TP+TN

Accuracy =
Y = TPYTN+FP+ FN

(2.1)

Precision is a metric suited for class-imbalanced datasets that measures the number of correct in-
stances retrieved divided by all retrieved instances; see Equation (2.2). The precision of a measured
system refers to the proximity between the results from repeated measurements under the same con-
ditions, or how often true positive predictions are correct. This metric is particularly useful when it is
important to identify the rate at which true positives are identified, as the system requires confidence in

identifying true positives [61].

TP

Precision = _ 2.2
recision TP+ FP (2.2)
Recall or Sensitivity is better suited for class-imbalanced datasets and functions by measuring the
number of correct instances retrieved divided by all correct instances; see Equation (2.3). In this case,
the objective is to measure if the system can identify all true positives, even at the cost of incorrectly

classifying negatives as positives [61].

TP
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F-Score, F-Measure or F1 is another metric for class-imbalanced datasets. F1 is defined as the har-
monic average of precision and recall, making it useful when both metrics are relevant in the evaluation,
see Equation (2.4). The F1 is popular because it combines precision and recall, and it is commonly used
in Large Language Model [62]. However, some studies disagree on its effectiveness, particularly when

precision and recall are not equally relevant in the dataset [63].

2% Precision + Recall

Fl= Precision + Recall (2.4)

Confusion Matrix visually represents all prediction results from a model for a given labeled feature
array. The Figure 2.11(a) describes the general notation, where green quandrants contain correct classi-
fications, and orange quadrants the incorrect classifications. Figure 2.11(b) is an applied example, where
the numbers in each quadrant represent the samples classified as TP, TN, FP, or FN. The dataset of 746
samples was classified by a model as follows: 350 true positives, 50 false positives, 19 false negatives,

and 327 true negatives.

Predicted Label Predicted Label
Positive Megative Positive Megative
g g
k= TP FN =
3 (True Positive) (False Negative) g
T o T o
=1 =]
(1] L]
- |
S S
E 2 s 2
= FP T™N =
2’ (False Positive) (True Negative) 3’
= =
(a) (b)

Figure 2.11: Confusion Matrix

Receiver Operating Characteristic Curve (ROC Curve) portrays the performance of a classification
model at all classification thresholds by showing the true positive rate versus the false positive rate
for binary classification systems. The axis assumes values between 0 and 1, and the points on the
curve represent how well a classifier performs for a specific dataset. This visual representation helps to
understand the trade-off between the benefits (true positives) and costs (false positives) in a classification

system [64].

The plot utilizes the True Positive Rate (TRP) and False Positive Rate (FPR) as parameters, described

in Equation (2.5) and Equation (2.6).
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TP FP

TRP= Tp+ PN (2:5) FRE= TP TN

(2.6)

In Figure 2.12, the graph displays a green diagonal line where the axes characterize the TRP and
FRP at the same rates. For adequate results on the classifier, we expect to have the ROC curve in the
upper left section drawn by the green reference line, also known as the “random classifier”. Points above

the random classifier line represent good results, while points below represent poor results.
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Figure 2.12: Example of ROC Curve and AUC

The Area Under the ROC Curve (AUC) denotes the overall performance of a binary classification
model. As the TPR and FPR axes ranges from 0 to 1, the AUC score always lies between those two val-
ues, and the worst case is AUC = 0, 5, meaning random guessing or no discrimination, and AUC = 1,0
for perfect prediction. Therefore, a higher AUC score reflects better model performance. The objective
is to maximize the AUC to achieve the highest TPR and lowest FPR at the given threshold.

There are a few methods to calculate the AUC, such as dividing the area under the curve in multiple
trapezoids, calculating the area of each trapezoid, and then summing them up. Another approach would
be using integral calculus [65,66]. In Figure 2.12, the blue area defines the AUC, the doted trapezoids
the possible division that can be used to calculate the AUC score, and the dark blue line is the actual
ROC curve for a given ML model.

Calibration Curve compares the reliability of binary classifiers’ predictions and how they could be
better calibrated. It involves plotting the frequency of the positive label on the y-axis against the predicted
probability of a model on the x-axis. The challenge lies in obtaining accurate values for the y-axis,
which can significantly impact the interpretation of a model’s calibration. Intermediary probability values

between 0 and 1 are not necessarily well-calibrated and can result in poor estimations.

The calibration curve is also useful for comparing the different models and finding which is better
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calibrated. It helps identifying models that may be suffering from under or overconfidence. Figure 2.13
shows an example of a calibration curve, where the dotted diagonal line symbolizes what is a perfectly
calibrated model, and the blue and red lines represent two examples of models’ calibrations [67]. The
dots above that line express underconfident predictions, and below the line, they are overconfident. In

this case, model B is better calibrated, and the model A is underconfident.
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Figure 2.13: Example of Calibration Curve (Source:Unknown, possibly from Kaggle)

2.5.2 Data Preprocessing

Raw data comes in different formats and may contain inconsistencies, irrelevant information, and errors.
For these reasons, they require standardization before being utilized in ML algorithms. It is achieved
through preprocessing, which involves techniques to clean, transform, and make the data suited for
statistical analysis and machine learning. This process helps remove what is unnecessary, enhances
the data quality, and improves ML models’ performance [68].

Some of the most important preprocessing techniques include cleaning, tokenization, lemmatization,

transformation, and feature engineering [68, 69].

Data-cleaning is a set of techniques required to ensure the quality of a dataset by eliminating noise
and inconsistencies. These techniques include removing stopwords, meaningless symbols, and re-
placing missing values.

Tokenization divides texts into minimal individual parts, known as tokens. For example, a sentence
or phrase can be split into component words. During tokenization, the grammatical class of each
token is identified using Part of Speech (PoS). This stage involves adding tags or labels to the words
to define their function in the language of the text. Tokenization can be a complex process, especially

in languages that do not have a clear separation between words, such as Japanese and Chinese.
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Lemmatization reduces a given word to its root form while preserving its meaning and grammatical
class. For example, plural words are reduced to the singular, and conjugated verbs are converted to
their infinitive form. A similar process that also aims to reduce words to their root form is the "stemming”.
However, it does not consider the linguistic context.

Transformation converts the data into a form appropriate for analysis and modeling. It involves
several techniques that can help improve the algorithms’ performance, normalize the data’s scale,
reduce its dimensionality, and make it usable in a computer system.

Feature Engineering further converts the transformed data into feature arrays that are used as input
for the machine learning algorithms and models. Features are characteristics in datasets that allow
the models to distinguish different categories or classes. In the scope of spam detection, the dataset
is a collection of emails, the features are words extracted from the emails and converted into tokens,
and the classes are labels such as spam or ham. Feature engineering can be divided into feature
extraction and feature selection. Feature Extraction is the process of identifying the most relevant
features from the transformed raw data. Feature selection extracts a subset of the most represen-
tative features to integrate into a machine-learning model. Some sources refer to the entire feature

engineering process as feature extraction, we use the same convention in this thesis [70].

The preprocessing converts raw datasets into feature arrays, whose serve as inputs for machine
learning algorithms and models. Typically, the resulting feature array is divided into two subsets: training
dataset and testing dataset. The training dataset is input to train the ML models, while the testing dataset

is an input applied to assess the performance of the trained models.

2.5.3 Machine Learning Algorithms

A machine learning algorithm has the necessary set of rules and tasks to train and create ML models.
They can involve discovering new data insights and patterns or predicting output values from a given set

of input variables. This section describes the four algorithms used to implement the FHE-SD.

Support Vector Machine

Support Vector Machine (SVM) is a Machine Learning algorithm used for binary classification, present-
ing good generalization capacity and robustness in large data dimensions. It performs better for data
perfectly split by a vector line in a plane, such as in Figure 2.14(a). For non-linearly separable data like
in Figure 2.14(b), it is necessary to make use of kernels, which are mathematical functions used to map
the data into higher dimensional spaces, as illustrated in Figure 2.14(c), making possible the separation
of the data by a hyperplane [71, 72]. This work uses a scikit-learn implementation of SVM, the Linear

Support Vector Classification (LinearSVC) [73].
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Figure 2.14: Support Vector Machine, adapted from [4]

Logistic Regression

Logistic regression predicts outcomes by estimating the probability of an event occurring or an instance
belonging to a particular class. Like SVM and LinearSVC, logistic regression is very popular for binary
classification and is also a linear algorithm. In general, SVM and logistic regression have similar perfor-

mance [74,75].

Decision Tree

Algorithms based on decision trees are structured in ways that remind tree structures. A decision tree
classifier divides a problem into subsets of problems until it contains only one class or when a particular
class is predominant, resulting in a leaf node, meaning no more divisions. The root node can be con-
sidered the training dataset, internal nodes evaluates features to make decisions, and the descending
branches are the potential values from a node evaluation. The leaf nodes represent the resulting classes
from the samples, with each leaf containing a label for the prediction result [76]. Figure 2.15 describes
an example of a decision tree, with the root node in red, internal nodes in blue, leaves in orange, and the

branches represented by the black arrows.

Extreme Gradient Boosting

Extreme Gradient Boosting (XGBoost) is an open-source library that implements an enhanced version
of gradient boosting algorithm, becoming popular for its performance, scalability, portability, and winning
several machine learning competitions. Like the Random Forest algorithm, XGBoost also uses ensemble
learning, a process in which decisions from multiple tree-based ML models are combined to reduce
errors and improve predictions when compared to a single ML model. Among the differences between
Random Forest and XGBoost is that Random Forest is based on the concept of bootstrap aggregating
(bagging) and trains each tree independently to combine their predictions. XGBoost uses an additive

approach (boosting), where weak learners are sequentially trained to correct previous mistakes. It aims
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to improve overall predictive performance by adjusting the model’s weights based on previous iteration

errors, gradually reducing prediction errors, and improving the model’s accuracy [77].
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Figure 2.16: Random Forest and Extreme Gradient Boosting (XGBoost) simplified structures, adapted from [6]

Another feature in XGBoost is the use of tree pruning, which is an ML technique that reduces the size
of regression trees by replacing nodes that do not contribute to enhancing the classification in the leaves,
also preventing overfitting from the training data [78]. The Figure 2.16 compares Random Forest (RF)

and XGBoost using a simplified version of their structures.

2.6 Cryptology and Cryptography

Cryptology is the science of secure communications and information security, which is divided into cryp-
tography and cryptoanalysis. Cryptography studies encryption techniques, while cryptoanalysis studies

vulnerabilities and ways to break encryption. Cryptographers have invested in research and technologi-
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cal advances throughout cryptology history to maintain and preserve information security [79].

In the 20th century, Claude Shannon formalized several ideas regarding security and proposed the
concept of perfect secrecy. A cryptosystem has perfect secrecy when knowledge of the ciphertext does
not give the adversary any information about the message. Even if the adversary knows the ciphertext,
the probability of breaking it does not change. Ciphertext is the result of applying an encryption algorithm
to a plaintext, rendering it illegible without the decryption key. [80].

Cryptography studies techniques that allow secure communications over unsecured channels by
disguising the message content in ways that only the recipient can access the original message. This
process is called encryption, which applies cryptographic algorithms to protect secrecy and data integrity
during transmission. The underlying plaintext can only be read if decrypted by those possessing the
correct secret key. The set of algorithms utilized for encryption and decryption includes the cipher and
the encryption scheme, also known as cryptosystem. Several cryptosystems exist, such as the AES, RSA,
MD5, and SHA. The AES is a private key type of cryptosystem, while RSA is an example of a public-key
cryptosystem [81].

A private key cryptosystem consists of three algorithms [82]:

1. Key-generation: A key-generation algorithm Gen is a probabilistic algorithm that outputs a key k

chosen according to some distribution that is determined by the encryption scheme.

2. Encryption (Enc): Convert the original plaintext to an unreadable ciphertext. The encryption algo-

rithm Enc takes as input a key k and a plaintext m and outputs a ciphertext ¢, see Equation (2.7).

3. Decryption (Dec): Transforms the encrypted text into readable text. The decryption algorithm Dec

takes as input a key k and a ciphertext ¢ and outputs a plaintext m, see Equation (2.8).

Enck = (m) (2.7) Decy = (c) (2.8)

A complete definition of an encryption scheme requires the three algorithms (Gen, Enc, Dec), as in
Equation (2.9).

Decy = (Encg(m)) =m (2.9)

A cryptosystem, or scheme, is considered secure if it is computationally infeasible for an attacker to
obtain or deduce any part of the original text from its corresponding ciphertext. A scheme must be difficult
to solve, but it does not imply that it is impossible. Cryptoanalysts eventually find vulnerabilities, such as
in the SHA-1 and the MD5 cryptosystems, that are no longer recommended [83].

In 1883, Auguste Kerckhoffs stated his theorems, which became a worldwide cryptography paradigm

known as the Kerckhoffs principle. Kerckhoffs says that the security of a cryptosystem must solely rely
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on keeping the keys secret, and the cryptosystem itself should be open, available, and not maintained
in secret. Therefore, the cryptographic scheme must be designed in such a way to be secure even if an

adversary knows details of all the algorithms that conceive the cryptosystem [84].

Public-key Cryptography

Public-key cryptography, or asymmetric cryptography, is a type of cryptosystem that uses key pairs, one
secret and the other public, where encryption and decryption are performed through both keys. One
key encrypts the message, and the other key gives access to the hidden message exchanged between
two parties. This scheme transforms plaintext into ciphertext using a public key (Pk) and an encryption
algorithm, then a secret key (Sk) associated with a decryption algorithm is used in the decryption process
[82].

Secret Key: (Sk) is the key that must remain secret and is known only to the person who generates

it; the security of this cryptosystem is based on the secrecy of Sk.

Public Key: (Pk) is the key that can be publicly distributed without compromising security.

The Equation (2.9) can be modified for use in public-key cryptography as in Equation (2.10):

Decsy = (Encpi(m)) =m (2.10)

Where:
* Dec is the decryption algorithm.
* Enc is the encryption algorithm.
* mis the original message.
* Pk is the public key.

+ Sk is the secret key.

Before asymmetric cryptography, secure communications were conducted using symmetric cryptog-
raphy, or private-key cryptography. In this type of scheme, both sender and receiver use the same key to
encrypt and decrypt data. The main challenge is the secret key distribution because the recipient should
have the key in advance to read the encrypted message. However, in many cases, it is impossible to
send the key through a secure channel or meet physically to provide it safely. If a key is sent through
a compromised channel or is stolen by an adversary, the sender must generate a new key and share it
again with the recipients.

In 1976, Whitfield Diffie and Martin Hellman developed public-key cryptography to exchange crypto-
graphic keys over a public channel securely. This method allows two parties without prior knowledge of
each other to jointly establish a shared secret key over an insecure channel. This key can then encrypt

subsequent communications using an asymmetric key cipher [85].
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The following example demonstrates a communication using public-key where Alice is the sender,
and Bob is the receiver:
1. Alice generates a pair of keys, Pk and Sk.
2. Alice sends Pk to Bob.
3. Bob uses Pk to encrypt his message and sends it to Alice.
4. Alice receives Bob’s message and decrypts it using Sk.
Public-key encryption algorithms are based on one-way functions, which are easy to compute for
any given input but difficult to calculate their inverse. Therefore, the security of these algorithms is
guaranteed by the fact that the underlying mathematical problems are nearly impossible to solve in

polynomial time [86].

2.7 Homomorphic Encryption

Homomorphic Encryption (HE) is an enhanced form of public-key cryptography that supports arbitrary
computations directly on encrypted data. The main aspect is that the decrypted ciphertext result obtained
after a specific computation on encrypted data must be identical to the result obtained by applying the
computation over data on-clear [87].

The Figure 2.17 illustrates the concept of homomorphic encryption and its application, where a user
encrypts data and sends it to a third-party cloud server for processing. The third-party server can perform
computations on this encrypted data and send the encrypted results back to the user. Only the user
who owns the secret key used for encryption can decrypt the result. In this example, the data remains
encrypted during the entire process, and not even a system administrator could have access to the user’s

private data without the secret key [7].
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Figure 2.17: Secure computations over encrypted data using HE [7]
The idea of homomorphic encryption was first introduced in 1978 by Ronald Rivest, Leonard Adleman,
and Michael Dertouzos in the paper “On data banks and privacy homomorphisms”, through the concept of "pri-

vacy homomorphism” [88]. They describe privacy homomorphism as hypothetical encryption functions that

enable encrypted data to be processed without preliminary decryption. However, the first homomorphic
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cryptosystem was already proposed in 1977 - the Rivest-Shamir-Adleman (RSA) cryptosystem [89].
The Rivest-Shamir-Adleman (RSA) is a public-key cryptosystem that is multiplicatively homomorphic.
Therefore, the product of two ciphertexts is equivalent to raising the product of their plaintexts to the power

of the secret key.

Given two ciphertexts ¢c; = m§ (mod ¢) and c; = m§ (mod q), where:
* my and my are plaintexts.
* g is the product of two large prime numbers.
* e is such that ged(e, ®(q)) = 1.
* ®(q) in gdc(e, (q)) is the Euler’sPhiFunction [90] for q.

® C3 = C1 *Ca.

The RSA is multiplicatively homomorphic if:

C3=rc1xce=mi*xm§ (mod q) = (my*xm2)® (mod q) (2.11)

Therefore, the decryption of ¢3 equals m1 xm2 [91]. The algorithm supports arbitrarily unlimited mul-
tiply operations over encrypted data but does not support addition operations, for that reason RSA is
considered a Partially Homomorphic Encryption (PHE) scheme. When discussing homomorphic multi-
plication and addition, we refer to boolean circuits executing the operations on binary data using AND
logical gates for multiplications and OR logical gates for additions. The logical gates support only binary
addition and multiplication, so subtraction is possible by inverting the addition operation and division by
inverting the multiplication operation. The logical gates are devices that execute the logical operations

in circuits.

2.7.1 Boolean Algebra and Boolean Circuits

The english mathematician George Boole proposed the boolean algebra as a variant of Aristotle’s propo-
sitional logic, using binary numbers to execute operations based on the binary system. Boolean algebra
concerns binary variables and logic operations, allowing the resolution of complex equations that result in
aboolean value such as true (1) or false (0). Table 2.1 shows the most basic operators in boolean algebra
and Table 2.2 the boolean algebra properties or laws. These properties simplify complex boolean equa-
tions, helping reduce the number of logic gates necessary to perform a particular logic operation [92,93].

As this work does not have the objective of discussing every concept and theory in such broad fields,
we left out in Table 2.2 the De Morgan’s theorem, which basically explains that a NAND gate is equivalent to

an OR gate with inverted inputs. Similarly, a NOR gate is equivalent to an AND gate with inverted inputs.
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Table 2.1: Basic Boolean Operators

Logical Operation | Operator | Notation Result Usage
Conjunction AND A Logical Multiplications | A.B
Disjunction OR v Logical Additions A+ B

Negation NOT - Logical Complement -A
Exclusive-OR XOR o [94] A® B

Table 2.2: Boolean Algebra Properties

Identity A+0=0andA-1=A4
Zero and One A+1=1and A-0=0
Inverse A+-A=1and A --A=0
Commutative A+B=B+AandA-B=B-A
Associative A+(B+C)=(A+B)+CandA-(B-C)=(A-B)-C
Distributive | A-(B+C)=(A-B)+(A-C)and A+ (B-C)=(A+B)-(A+C)

Figure 2.18 shows gates and boolean operations, and it is common to use "Truth Tables” to represent

all possible inputs and outputs of a given circuit.
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Figure 2.18: Summary of the common Boolean logic gates with symbols and respective truth tables [8]

Boolean Circuits

A Boolean circuit is a set of logic gates connected by wires that are used to describe boolean equations
and can be modeled as a directed acyclic graph. The circuit receives a set of Boolean variables as
input, and the logic gates process and generate a set of Boolean variables as output. The circuit depth

is the distance between the circuit's inputs and outputs, and the size of the circuit is the number of
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edges in the graph. A model of computation based on boolean circuits is equivalent to a Turing machine
capable of computing arbitrary algorithms if the circuit’s size is limited. Likewise, algebraic circuits also
correspond to a complete computational model. Therefore, obtaining a function that is simultaneously
a homomorphism and can be used for encryption means that adding and multiplying encrypted texts is
possible. Consequently, it is also possible to compute algebraic circuits in a homomorphic way. The
Figure 2.19 illustrates a simple circuit for the boolean equation Y = -B-C + A-B [9].

2

A

=
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Y

Figure 2.19: Boolean Circuit Example [9]

2.7.2 Types of Homomorphic Encryption Schemes

Homomorphic encryption is necessary because it allows data to remain encrypted while being processed,
thus maintaining user data privacy. Based on their functional capabilities and limitations, homomor-
phic encryption schemes can be classified into three types: Partially Homomorphic Encryption (PHE),
Somewhat Homomorphic Encryption (SHE), and Fully Homomorphic Encryption (FHE). Their primary
difference is the type of logical operations supported and how many times they can be executed in the

circuit, which reflects the circuit depth [87].

Partially Homomorphic Encryption

Partially Homomorphic Encryption (PHE) represents the earliest type of homomorphic cryptosystem;
these schemes evaluate circuits consisting of only one type of logical gate or operation. While that limits
the applications for PHE, they are relatively easy to design. An example of a homomorphic additive PHE
scheme is the Paillier cryptosystem, which is a type of public-key cryptosystem that supports only addition
operations in the circuit [95, 96]. Another example of the PHE scheme is the RSA, but in this case, it
is homomorphic multiplication, supporting infinite multiplications but no addition; its homomorphism was

described in Equation (2.11).
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Somewhat Homomorphic Encryption

Somewhat Homomorphic Encryption (SHE) refers to homomorphic schemes that can evaluate two types
of gates, addition and multiplication, but only for a subset of circuits. Each SHE scheme is designed to
execute logical operations until a certain depth. For each operation, the ciphertext generates noise in
the data; if the noise reaches a specific threshold, the ciphertext can no longer be decrypted. The noise
component is essential for security, but it grows with each operation [87]. Despite these limitations, SHE
schemes are considered an advance from PHE towards FHE and are still valuable in scenarios where
the computational requirements are known and delimited. They can securely evaluate functions of a
known depth and provide enhanced efficiency compared to Fully Homomorphic Encryption schemes [97].
Examples of SHE schemes include Yao, SYY, IP and BGN [98, 99].

The Figure 2.20 shows the homomorphic encryption timeline before the introduction of Fully Homo-

morphic Encryption.
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Figure 2.20: Homomorphic Encryption timeline before FHE introduction [10]

Fully Homomorphic Encryption

In 2009, Craig Gentry introduced the first viable Fully Homomorphic Encryption (FHE) scheme. Due to
the inherent noise growth, unlimited multiplication and addition operations on encrypted data were im-
possible. Gentry’s breakthrough came with the bootstrapping technique, which enabled noise reduction
without the need for data decryption. In Section 3.2, we tackle more details about the FHE advances
and related works.

The following notation demonstrates FHE with respect to the addition and multiplication operations

when a function f is composed of finitely many additions and multiplications in the ring [100]:

Dec(f<cl7“'7ct)) :f(mla"',mt) (212)
A simplified form to express the FHE addition and multiplication property in rings can be described
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as two ciphertexts, C; and C5, encrypted from two plaintexts, m; and ms, as demonstrated in Equa-
tion (2.13) for addition and in Equation (2.14) for multiplication [100].

Dec(cl + ¢2) = ml + m2 (2.13) Dec(cy - c2) =ml-m2 (2.14)

2.7.3 Lattice, LWE and RLWE

The security of cryptographic schemes depends on the hardness of the mathematical problems upon
which they are built. Most FHE schemes are based on lattices. Lattice is a discrete and additive subgroup
of Euclidean space that can be represented as an arrangement of regularly spaced dots forming a grid
stretching out to infinity. Lattice is the foundation for many cryptosystems because it is believed to be hard
to solve even for quantum computers, making them candidates for post-quantum cryptography [101].
Examples of lattice problems include Learning With Errors (LWE), Ring Learning With Errors (RLWE),
Shortest Vector Problem (SVP), and the Closest Vector Problem (CVP). These problems are favored for
building secure cryptographic systems because they provide security based on deeply explored problems
in lattice-based cryptography [87].

The RLWE is a variation of the LWE problem for polynomial rings over finite fields. It has been
frequently applied in cryptography because a hypothetical solution to the RLWE problem could also
solve the NP-hard ' Shortest Vector Problem (SVP) in a lattice. Such a fact implies that RLWE has NP-
hardness similar to SVP, which is a well-studied and scrutinized problem. There are also other variations
of the LWE, such as General LWE (GLWE), General GSW (GGSW) [103], and Glev [104].

A simple example of the SVP asks for the shortest non-zero vector in a given lattice, where ?:

* y-approximate SVP (SVP,): it requires finding the "almost” shortest vector: for v > 1, find the

vector v € L that satisfies the condition ||v|| <~ - A1(£). Figure 2.21 illustrates this case.

* v-unique SVP (uSVP,): it requires finding the shortest vector that is v times smaller than Ay (£):

for v > 1, find the vector v € £ for which vA;(£) < Ac(L).

* Decisional SVP (DSVP or GapSVP.): it requires deciding which given bound for the shortest vector

is the right one: for v > 1,r > 0, decide whether \;(£) < Vor A\ (L) >~ V.

2.7.4 Noise Growth

Noise is generated by the underlying RLWE and lattice-based problems utilized to implement HE schemes,
which make homomorphic ciphertexts “noisy”. Noise is necessary to enhance the security of ciphertexts.
However, if it grows beyond a certain threshold, the ciphertexts become impossible to decrypt. Each ho-

momorphic operation increases the noise in the ciphertexts; for example, addition doubles the noise, and

"From computational complexity theory, NP-hard is a complexity class that consists of decision problems that are at least as
hard as the hardest problems in nondeterministic polynomial time (NP) [102].
2This work does not cover every the mathematical details (SVP demonstration extracted from [87]).
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Figure 2.21: Lattice Shortest Vector Problem (SVP) [11]

multiplication squares the noise in schemes such as Cheon-Kim-Kim-Song (CKKS), making the decryp-
tion fail if the noise gets too high. Multiple approaches to deal with noise growth are possible depending
on the scheme and the depth of the circuit evaluated. Such as choosing scheme parameters, N and
logQ value, that are large enough so that the coefficients in the ciphertext polynomial can accommodate
the growing noise without destroying the underlying message. For applications like machine learning
training, the depth of the circuit d can be as large as 150, leading to the parameter log @ to be larger
than (d % logA) + n = (150 % 54) 4+ 40 = 745,240, which is practically impossible to work with due to
the computational overhead, demonstrating that there is a limit in practice on how large the scheme pa-
rameters can be for an application [7]. Homomorphic schemes address noise growth through two main

approaches: bootstrapping and Less Noisy Operations.

2.7.5 Bootstrapping

As mentioned in Section 2.7.2, the notion of bootstrapping was introduced by Gentry in 2009, and is used
in cryptosystems such as GSW and TFHE. Most FHE schemes are based on hard lattice problems, so
the generated ciphertexts contain a certain quantity of noise to ensure encryption security. Such noise
increases for every operation computed homomorphically on the ciphertext. However, to decrypt the
ciphertext, the noise level must be below a specific threshold, or the noise can overflow the data, making
the decryption impossible, as illustrated in Figure 2.22.

Each scheme has a limited number of operations before the ciphertext accumulates too much noise.
Once the limit is reached, it has to be bootstrapped to reduce the noise. Generally, the process involves
applying a cryptographic key and algorithm to the exhausted ciphertext, which results in a refreshed ci-
phertext that is different from the original but with reduced noise and without exposing the data’s secrecy.
In summary, bootstrapping refers to a process in which a ciphertext can be transformed into a new ci-
phertext with the same underlying plaintext but with noise minimized. It allows additional homomorphic
operations on the ciphertext without the noise or errors accumulating to the point where the decryption
becomes impossible. Besides the performance improvements since bootstrapping was introduced, it is

generally considered an expensive operation and should be avoided when possible [7].
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Figure 2.22: Bootstrapping [12]

2.7.6 Less Noisy Operations

The Leveled FHE schemes do not use bootstrapping to reduce ciphertext noise. Instead, they apply
leveled techniques, such as less noisy operations, that implement cryptographic parameters to minimize
the amount of noise generated in homomorphic operations. Particular attention is paid to multiplications,
as they introduce the most noise in ciphertexts. The parameters’ purposes include determining an upper-
bound noise or noise budget and setting the maximum number of operation levels. Those levels directly
reflect the circuits’ depth and the longest sequence of consecutive operations possible before corrupting
the ciphertext and making decryption impossible [105].

Defining a large circuit depth increases the computational cost, encryption and decryption complexity,
and the size of keys and ciphertexts. Therefore, leveled schemes are recommended for small circuits
with well-defined logical operations and functions. Examples of Leveled FHE schemes include BFV, BGV,
and CKKS. There are also schemes that combine leveling and bootstrapping to control noise growth by
applying the method that provides more benefits for ongoing operations. That is the case of the TFHE

scheme, mainly based on bootstrapping but recently had added support for leveled operations [87].

2.7.7 Fully Homomorphic Encryption over the Torus

The Fully Homomorphic Encryption over the Torus (TFHE) is the underlying FHE scheme applied in
this thesis. FHE-SD is implemented using a TFHE compiler introduced by Zama [106] and the machine
learning framework Concrete-ML (CML), which implements an FHE variation of the machine learning
library scikit-learn [107]. TFHE is based on the RLWE, LWE, and RGSW problems, which were discussed

in Section 2.7.3. It was proposed as an improvement over the FHEW schema by enhancing its efficiency
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[108] through the implementation of a ring variant of the bootstrapping [109] procedure while using a
similar approach to that of FHEW. However, TFHE can also make use of the leveled approach in certain
cases [110].

The TFHE scheme functions within a mathematical structure known as a torus, defined as the set of
real numbers modulo one. This feature provides TFHE with greater efficiency for non-polynomial opera-
tions. One key distinction between a torus and a ring lies in the multiplication of elements. Unlike a ring,
the multiplication of two elements within the torus does not yield a value within the torus. However, if an
element represented on the torus is multiplied by an integer, the result is defined within the torus. TFHE
supports addition and multiplication over integers, other operations are converted into a Table Lookup
(TLU) - discussed in Section 2.7.8.

The following is an excerpt from llaria Chillotti’'s work where she mathematically defines the real
torus [111]:

"The letter "T” in TFHE refers to the real torus T = R/Z, that is, the set of real numbers modulo
one. Any two elements of T can be added modulo one: (T, +) forms an abelian group. But
T is not a ring as the internal product of torus elements is not defined. The external product
between integers and torus elements is however well defined. Given k € Z and t € T, the

elementk -t € Tisdefinedas: k-t =¢t+---+tifk>0and k-t = (—k) - (—¢t)ifk < 0.
N—_———

k times
Mathematically, T is endowed with a Z-module structure. Polynomials can as well be defined

over the torus.”

Therefore, the mathematical properties of the real torus T = R/Z allow operations on encrypted
data, such as additive modulo one and multiplicative, as the external product between integers and torus
elements is well defined [110].

Figure 2.23 illustrates a torus structure used to visualize the encoding as an alternative to the bit

representation. In orange is an example of encoding of the Most Significant Bit (MSB).
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Figure 2.23: Torus Visualization [13]

In April 2021, the Joint Technical Committee of the International Organization for Standardization
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(ISO) and the International Electrotechnical Commission (IEC) introduced a new proposal for expanding
the current set of encryption standards known as ISO/IEC 18033. This expansion would involve the
addition of Fully Homomorphic Encryption as an 8" part with the committee recognition of TFHE as one
of the encryption schemes that meet the criteria for standardization under ISO/IEC. Currently, the project

is marked as deleted without indicating if it was canceled or if the document was moved [87, 112].

2.7.8 Table Lookup and Quantization

Table Lookups (TLUs) are arrays that replace runtime computation by a simpler array indexing opera-
tion. It provides faster data retrieval and reduces the need for time-consuming calculations. The TFHE
scheme, which is discussed in Section 2.7.7, supports three primitive operations on integers: addition,
subtraction, and multiplication. Other operations, such as tensor manipulation and float point opera-
tions, are converted to TLUs. Table Lookups are flexible and commonly used, but they can be resource-
intensive, and it is advisable to avoid them when possible, prioritizing the primitive operations of addition
and multiplication.

Minimizing the TLUs’ bitwidth by diminishing the size of the inputs is an important aspect of enhancing
TLUs’ performance. However, a smaller bitwidth affects the operations’ accuracy due to the reduced
precision of the values represented. The conversion of values from one bitwidth to another is achieved
through quantization, a process that involves turning continuous and large sets of values into discrete
representations. Quantization operations such as rounding, truncating, and floating point are converted

to integer equivalents and then into TLUs.

Summary

This chapter provided an overview of the theories, concepts, and technologies applied in this thesis. We
covered internet protocols, spam detection techniques, machine learning, and cryptography, focusing

mainly on public-key cryptography and Fully Homomorphic Encryption (FHE).
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Based on the objectives defined in Chapter 1, this chapter is structured as a brief literature review
to assess the research progress in FHE since its inception and to help determine whether it remains
a promising technology confined to academic circles or a feasible solution to be integrated into real-
world applications. Section 3.1 contains selected works about applications for FHE that demonstrate
the distinct contexts where it can be incorporated. Section 3.2 recollects the evolution of prominent FHE
schemes. Section 3.3 addresses recent usability advancements, such as the introduction of libraries and
compilers that abstract the complexity and facilitate the development of FHE applications. Section 3.4 ex-
amines the standardization efforts from various sectors and entities, emphasizing the current relevance of
FHE. Section 3.5 reviews works about spam, recent anti-spam measures, and threats, which influenced
our decision on which spam detection functions to incorporate into FHE-SD. Section 3.6 discusses and
compares the contributions of five papers that effectively investigate homomorphic encryption applied to

spam detection.

3.1 Fully Homomorphic Encryption Applications

This section presents different applications of FHE, such as healthcare, Electronic Voting, and Machine
Learning. Some of these research works derive from a survey on homomorphic encryption applications

[14]. The Figure 3.1 provides an overview of major sectors that can benefit from implementing FHE [87].

Fully Homomorphic
Encryption

I Cloud Computing, |
Cloud Storage &
Bigdata

Education MERERliEn A Healthcare | [Government Eriinie Telecommunications GlizEsElil HERllZTilE

LEmapE Voting & Defense commerce EReim

Figure 3.1: Domains and sectors where FHE can be applied

3.1.1 Machine Learning

The development of machine learning models must consider the security of the input data, output data,
and the model itself. A handful of FHE schemes already support several ML algorithms. These schemes
are useful in keeping the results of predictions secure, sharing homomorphically encrypted datasets for

collaborative Al projects, and protecting ML models from adversaries’ exploitation. Among the many
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pieces of research on using FHE with machine learning are Concrete-ML and TFHE-rs, utilized in the
application developed in this thesis. However, we noticed that CKKS-based solutions for ML are the
most recurring in the related literature.

The first works we found are from Chen, Chillotti, and Song. They proposed a solution using the CKKS
scheme to protect users’ data from leakage during inferences on users’ images in cloud providers. Their
approach ensures that the cloud cannot access any user information during the inference process, thus
protecting user privacy. The authors identified potential improvements in the integration of the network
structure with the ciphertext structure in the neural network inference stage, which could effectively re-
duce the complexity of ciphertext transmission across different model layers. Therefore, they suggest a
more efficient ciphertext allocation for the weight matrix to remedy this. Another contribution is a method
that reduces the noise that could slightly blur the underlying pictures and affect the accuracy [113, 114].

Another notable work involves an efficient method capable of performing k-means training and clas-
sification on a set of encrypted data points using Euclidean distance based on the CKKS scheme. This
method applies a sequence of interactions between the server and the client that takes place during the
training phase. In essence, the server may conduct a single loop and provide the result. This result is
then processed by the client, who may request another iteration by communicating a new set of cen-
troids. The client-performed data management step is faster than a traditional k-means execution, reducing
the complexity [115].

In the context of federated learning, Wang proposes an intrusion detection approach that utilizes
federated learning to enhance client-side security in Advanced Metering Infrastructure (AMI) networks
[116]. The CKKS scheme safeguards the model parameters and mitigates poisoning attacks in federated
learning. Another federated learning system combined with FHE was proposed by Fang and Qian [117],
where the security of the data and model is maintained during the training phase. The authors confirmed
that the model trained using the suggested methodology outperforms models trained using standard

methods.

3.1.2 Healthcare

Preserving the privacy and confidentiality of patients is an ethical obligation to protect their dignity, culture,
and self-determination. Furthermore, preventing the unauthorized use of patient data for purposes such
as research, blackmail, segregation, or any potential abuse [118]. This section presents works on data
security in healthcare systems, applications, and storage systems for healthcare data. The first article
proposes an arithmetic-based homomorphism that encourages secure information sharing in different
communication settings. The proposed system relies on FHE and EIGamal cryptosystems to encrypt the
data [119].

In the medical image processing scope, we have the Optimum Homomorphic Wavelet Fusion (OHWF),
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a homomorphic implementation of multi-model medical image fusion. Medical Image fusion is a tech-
nique used in clinical analysis where multiple images in multiple modes are combined to obtain superior
information and visual appearance, facilitating the diagnosis of diseases and tumors [120].

The work on secure searching of biomarkers proposes a protocol to securely outsource the process
of matching biomarkers in DNA sequences by applying homomorphic operation bases in a hybrid GSW
scheme. The work contribution helps advance the prevention of genetic discrimination and violation of
personal privacy via genetic disclosure [121]. Another study explored the application of homomorphic
encryption to secure data obtained through wireless medical sensors used to monitor patients. The

solutions proposed utilized the Pallier and EIGamal cryptosystems [122].

3.1.3 Electronic Voting

According to Rajalakshmi, data streaming is the most a critical element of electronic voting. Systems
using insecure streaming channels are unreliable and raise suspicion [123]. A study by Papadimitriou on
segmented data stream has a similar view, concluding that electronic voting systems require homomorphic-
based barriers to ensure the system’s integrity [124]. Gibson identified verifiability, anonymity, depend-
ability, security, and trust as the main challenges associated with voting systems [125]. Cortier's work
emphasizes that the increasing adoption of electronic voting demands additional efforts to enhance the
security of the systems and prevent human interference [126]. The article “Efficient detection for malicious
and random errors in additive encrypted computation” highlights a potential use of homomorphic encryption for

aggregating encrypted votes in electronic elections [127].

3.1.4 Blockchain

The paper "Power data blockchain sharing scheme based on homomorphic encryption” proposes a blockchain so-
lution utilizing a scheme that enforces data-sharing rules and trustworthy computations through smart
contracts. It employs homomorphic encryption methods to prevent data leakage [128]. Two other works
combine the use of blockchain in electronic voting [129, 130] and in Internet of Things (loT) based solu-
tions [131].

3.1.5 Internet of Things

Homomorphic encryption can improve security in the Internet of Things (loT) by ensuring that the data
transferred and stored by IoT devices remains encrypted during processing. Studies have shown the
prospect of combining Fully Homomorphic Encryption and loT devices to achieve data privacy, data
aggregation and analytics, and reliable outsourced data processing [132, 133]. The enhanced security

during information transfer could also be applied to media data generated by IoT devices [134].
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3.1.6 Cloud and Bigdata

Chakraborty and Patra explored the use of Functional Encryption (FE) combined with homomorphic
encryption in big data analytics. They developed an asymmetric key encryption technique that allows
users to encrypt and access only limited functionality of plaintext without revealing any undesired details
[135]. There are works on applications of FHE in cloud and big data that discuss solutions for integrating
homomorphic encryption into big data and online systems. The work by Menandas and Joshi [136]
evaluates several candidate homomorphic algorithms for secure big data processing, such as Paillier,
ElGamal, and Okamoto Uchiyama cryptosystem [137]. The study also highlighted the main challenges

of big data, such as distributed storage.

3.2 Fully Homomorphic Encryption Schemes

Throughout the evolution of the FHE field, distinct generations have emerged, characterized by the adop-
tion of common techniques in homomorphic schemes or significant advances in performance and opti-
mization. These developments include the introduction of bootstrapping schemes and further improve-
ments, leveled schemes, and utilizing LWE, RLWE, and FHEW security models [12,14,138]. This section

presents an overview of the main FHE schemes, different branches, and a timeline in the Figure 3.2.

FHE Cryptosystem
owver the integers ) .
4 ~—3p Timeline
branch NTRU branch
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first FHE Scheme = .
u : fast bootstrapping
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<~ =PHE & SHE- - & & o >
o CKKS
BFV
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Figure 3.2: Fully Homomorphic Encryption Timeline

First Generation FHE: The first generation of FHE started in 2009, with Craig Gentry’s first plausible
example of a secure encryption scheme that supported both addition and multiplication homomorphically.
Gentry’s contribution opened new paths in the research of FHE, transforming it from a theoretical concept
into a practical reality [139].

His algorithm for fully homomorphic encryption using lattice-based cryptography supports addition

and multiplication operations on ciphertexts, from which circuits can be created to perform arbitrary cal-
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culations. The construction follows several steps in which noise is introduced and then reduced using
bootstrapping. It makes calculating any number of additions and multiplications possible without losing
control of the noise generated. The implementation of Gentry’s original cryptosystem reported a time of
approximately 30 minutes per simple bit operation [140]. However, extensive optimization in the following

years has significantly improved the runtime performance compared to the early implementations.

In 2010, Marten van Dijk, Craig Gentry, Shai Halevi, and Vinod Vaikuntanathanan built the DGHV
scheme utilizing parts of Gentry’s first algorithm, and only addition and multiplication operations over the
integers. As opposed to more complex structures in Gentry’s scheme of ideal lattices, DGHV scheme is
conceptually simpler and is based on the approximate GCD problem, a hardness assumption different
from that of LWE [141].

Second Generation FHE: The Second generation of FHE starts around 2011 from the collective
efforts of many cryptographers such as, Zvika Bakerski, Craig Gentry, Vinod Vaikuntanathan, Frederik
Vercauteren, and Junfeng Fan. Their innovations enabled the development of more efficient encryption
schemes. A notable characteristic of these second-generation cryptosystems is their significantly slower
noise growth during homomorphic calculations. They are also efficient enough for some real applica-
tions, even without invoking bootstrapping, but by executing operations applying leveled techniques.
Despite these advances, all second-generation cryptosystems still rely on the basic Gentry’s blueprint,
first establishing a somewhat homomorphic scheme and then transforming it into a fully homomorphic

cryptosystem through bootstrapping.

The BGV scheme [105] was developed by Zvika Brakerski, Craig Gentry, and Vinod Vaikuntanathan in
2011 based on the hardness of the Ring-Learning with Errors (RLWE) problem and founded in techniques
by Brakerski-Vaikuntanathan scheme (BV) [142]. What distinguishes BGV is how it handles encryption

error or noise growth, especially after homomorphic multiplications.

In 2012, the Brakerski/Fan-Vercauteren scheme (BFV) scheme was introduced in two works, one by
Barkerski and the other by Fan and Vercauteren. The BFV [143] was built using Brakerski’ scale-invariant
cryptosystem and an LWE-based scheme, and Fan and Vercauteren ported Brakerski’'s scheme to the
Ring-LWE setting. Arelevant aspect of the BFV scheme was its scale-invariant nature that unlike in BGV,

the message bits are encoded into the higher-order bits of a plaintext [144].

Those cryptosystems are in the branch of leveled schemes, and their security relies on the hardness
of the RLWE problem. There is another branch of schemes, but based on the N-th degree Truncated
polynomial Ring Units (NTRU) computational problems, whose security considers the lattice problem of
the shortest vector problem (SVP) [7]. Examples in this branch are the LTV [145] and the BLNN [146],
which applies the scale-invariance cryptosystem of LTV and Brakerski [144]. Both LTV and BLNN were
found to be vulnerable to sub-field lattice attacks and are no longer used in practice, but there were

advances and several new NTRU-based schemes implemented, three to note are the NTRU Prime,
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Flattening NTRU and the BQTRU [147, 148].

Third Generation FHE: The Third generation FHE started in 2013 with the Craig Gentry, Amit Sahai,
and Brent Waters (GSW) scheme, a technique for building FHE schemes that avoid an expensive relin-
earization step in homomorphic multiplications. Zvika Brakerski and Vinod Vaikantanathan noted that the
GWS cryptosystem exhibits an even slower noise growth rate for certain circuit types, providing better
efficiency and robust security. Based on that, a very efficient bootstrapping technique was implemented
by Jacob Alpering-Sheriff and Chris Peikert [103, 149].

These techniques were further improved to develop an efficient ring variant of the GSW cryptosystem;
the FHEW proved possible to reduce the bootstrapping time to a fraction of a seconds by refreshing the
ciphertext after each operation. It was achieved by a method to calculate boolean gates on encrypted
data, resulting in a new implementation of bootstrapping [12, 108]. Based on the FHEW scheme, the
TFHE scheme was introduced and further enhanced its performance by implementing a ring variant of
the bootstrapping procedure [109, 150].

Fourth Generation FHE: Most fourth-generation encryption schemes are somehow derivated from
CKKS scheme [99]. However, some sources also consider TFHE part of the fourth generation due to its
continual improvements, such as the inclusion of leveled techniques [110].

CKKS [151] is a leveled scheme that also relies on LWE and RLWE hard problems. It stands out
for its enhanced performance, achieved using approximate numbers instead of exact ones. Rounding
operations help reduce noise in multiplication operations on ciphertext, decreasing the need for boot-
strapping. A paper published in 2021 raised concerns about a potential vulnerability associated with the
rounding approach in CKKS. It discusses passive attacks against CKKS and argues that the traditional
formulation of Indistinguishability Under Chosen Plaintext Attack (IND-CPA) security used by CKKS is
insufficient. They suggest that a stronger definition is necessary to properly assess the security of such
schemes [152] .

The following excerpt from the paper "Survey on Fully Homomorphic Encryption, Theory, and Applications” presents
some interesting conclusions on the current state and applications of the schemes and correspond-
ing generations studied in this section , from which derivates the summarization in Table 3.1 and Fig-
ure 3.3 [14].

"To the best of the authors knowledge, BGV [105], B/FV [143], TFHE [109] and CKKS [153]
are the most practical and widely adopted schemes. The second generation schemes, BGV
and B/FV, are suitable to work with finite fields in the modular exact arithmetic. They are
equipped with efficient packing which enables the use of Single Instruction Multiple Data
(SIMD) instructions to perform computations over vectors of integers. Thus, these schemes
are excellent candidates when large arrays of numbers are to be processed simultaneously.

Second-generation schemes are not good candidates for circuits where bootstrapping is re-
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quired (circuits with large multiplicative depth) or where non-linear functions are to be im-
plemented. Third-generation schemes should be adopted instead, namely TFHE, which can
outperform previous schemes for bit-wise operations when computations are expressed as
boolean circuits [154]. The main limitation of TFHE is the lack of support for CRT packing
(batching). Hence, the scheme can be outperformed by previous approaches when large
amounts of data are processed simultaneously. The fourth generation, CKKS, is the best op-
tion for real numbers arithmetic. Table 3.1 provides a comparison among the schemes’ fam-
ilies, and , and the Figure 3.3 depicts the main applications for each generation of schemes.
It is worth clarifying that although TFHE provides the fastest bootstrapping procedure, the
batching feature of 2" and 4" generation schemes allows for the parallel bootstrapping of
several plaintexts. For the specific case of CKKS, it is possible to obtain a more efficient
amortized bootstrapping than for TFHE, this special case has been highlighted in Table 3.1
with the B symbol. This is however not true for 2" generation schemes because the number
of slots is significantly lower than for CKKS. For example, in BGV, the number of slots is only
about 1000, compared to 25 slots for CKKS. This renders CKKS bootstrapping more than

one order of magnitude (often two) faster than BGV bootstrapping”.

Table 3.1: Common properties of FHE schemes by generation, adapted from [14]

Fast Operations Fast packing/ | Leveled Fast
Scheme : - - - : . :
scalar mult | arithmetic | non arithmetic batching Design | Bootstrapping
2t [ [ O [ [] O
3M [ | | O | |
4 [ [ O [ []
‘ 2nd Generation \ | 3rd Generation ‘ 4th Generation
BGV B/FV TFHE CKKS
|
Integer Arithmetic Bitwise operations Real Number Arithmetic

efficient packing (SIMD)  efficient boolean circuits  fast polynomial approx.

fast escalar fast bootstrapping fast multiplicative inverse
multiplication —
- - fast number comparison efficient DFT
fast linear functions — —
efficient logistic
efficient leveled design regression
efficient packing (SIMD)
leveled design

| slow bootstrapping | | no support for batching | | slow bootstrapping |
|slow non-linear functions slow non-linear funcﬁonsl

lcows” PROS / APPLICATIONS || SCHEMES

Figure 3.3: Pros/Cons of FHE schemes by generation [14]
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3.3 Libraries and Compilers

This section overviews the most relevant works related to FHE libraries and compilers that are available
to convert high-level programs to FHE-based implementations, contributing as a significant step towards
making FHE accessible to non-cryptographers to design privacy-preserving solutions. FHE libraries have
facilitated the advancement of FHE technology, allowing the implementation of various FHE applications

without requiring a deep understanding of advanced mathematics and cryptography.

3.3.1 Libraries

FHE libraries’ main objective is to make FHE scheme operations available via an Application Program-
ming Interface (API). They incorporate features that allow ciphertext maintenance, manipulation, and
homomorphic operation methods. However, the correct use depends on the developers, who must know
what each API call entails in a given FHE-based solution.

Introduced in 2013 and built on the NTL library [155], HElib" was the very first FHE library [156],
and implemented the Brakerski-Gentry-Vaikuntanathan (BGV) scheme. Then Microsoft also released
the Simple Encrypted Arithmetic Library (SEAL)? in 2018 [157], which utilizes the Intel Homomorphic
Encryption Acceleration Library (INTEL HEXL)?, specifically focusing on Advanced Vector Extensions
512 (AVX512)* processors. As with the previous libraries that were written in C++ or C, we also have
HEAAN [158], RNS-HEAAN [159], and the FV-NFLIib [160, 161]. Lattigo, unlike the others, was written
using the Go language [162, 163].

Other libraries include, the CuFHE and NuFHE that are GPU-based libraries that implement TFHE
in CUDA [164—166]. The TFHE library [109, 167] is an enhanced version of the FHEW library [168] that
requires at least one Fast Fourier Transform (FFT) processor to run. Zama built Concrete® on top of a
variant version of TFHE implemented in Rust language [169, 170].

In 2022, the authors of the library Palisade [171] that was originally developed by a DARPA consor-
tium, started the OpenFHE® project. This project focuses on implementing APIs designed for usability,
modularity, cross-platform support, and integration of hardware accelerators. It includes all relevant FHE
schemes: BGV, B/FV, FHEW, TFHE, and CKKS [172].

The Table 3.2 lists several open-source FHE libraries, the language in which they are implemented,
and related FHE schemes [14].

"https://github.com/homenc/HElib

2https://www.microsoft.com/en-us/research/project/microsoft-seal/
Shttps://www.intel.com/content/www/us/en/developer/articles/technical/introducing-intel-hexl.html
“https://www.intel.com.br/content/www/br/pt/products/docs/accelerator-engines/what-is-intel-avx-512.html
Shttps://docs.zama.ai/concrete

Bhttps://www.openfhe.org
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Table 3.2: Open-source FHE libraries [14]

. Fast Operations
Library Language BGV | BIFV FH'I)EW TEFHE T CKKS Last Update
HEIlib [173] C++ X X 01/10/2021
SEAL [157] C++/C# X X X 24/03/2022
PALISADE [171] C++ X X X X X 30/04/2022
Lattigo [163] Go X X 13/06/2022
FHEW [168] C++ X 30/05/2017
TFHE [167] C++/C X 16/09/2021
Concrete [169] Rust X 10/05/2022
HEAAN [158] C++ X 27/01/2022
RNS-HEAAN [159] | C++ X 26/10/2018
FV-NFLlIib [160] C++ X 26/07/2016
CuFHE [164] Cuda/C++ X 09/02/2019
NuFHE [165] Python X 18/03/2020
OpenFHE [172] C++ X X X X X 18/08/2022

3.3.2 Compilers

The libraries abstract complexity and speed up the process of writing FHE applications, but in recent
years, another branch of tools emerged to further reduce the development effort. These tools are often
called compilers and act as a type of API, just like the libraries. However a compiler is an additional
abstraction layer that can facilitate tasks and optimizations that are still challenging even through a library
[15]. Examples of compilers: Ramparts [174], Transpiler [175], and the compiler E3 [176]. The Figure 3.4

illustrates the idea of layers presented in this section.

FHE ALCHEMY Cingulata EVA nGraph-HE SEALion
Compilers CHET E3 Marble RAMPARTS

FHE concrete FHEW HEAAN lattigo PALISADE TEHE | 3
Libraries cuFHE FV-NFLib HElib nuFHE SEAL use
Maths & ABC FLINT GMP MPFR NFLib OpenMP ‘.

Other Libs. Boost FFTW Aok MPIR NTL use

Figure 3.4: Layers representing the FHE tools space [15]

3.4 FHE Standardization and Post-Quantum Cryptography

Standardization is developing and implementing standards through consensus among several entities.
The objective is to ensure consistent technology performance regardless of user, sector, and location. It
is essential to allow the broad adoption of new technologies and interoperability, even when competing
companies produce the same technology. Some organizations take over or centralize the standardization

efforts. An example is what the IETF does for the Internet.
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In 2017, a consortium involving academic researchers, government, and industry was initiated to work
on the standardization of FHE under the initiative of Microsoft, IBM, and Duality Technologies [97]. Com-
panies like Duality Technologies, Zama Al, and Cryptolab are actively working on deploying fully homo-
morphic encryption solutions, and major tech companies are also beginning to incorporate homomorphic
encryption into their privacy-preserving products, such as Intel does by integrating Privacy-Preserving
Machine Learning (PPML) to their Software Guard Extensions (SGX)’ security solution [177].

In April 2021, the ISO/IEC Joint Technical Committee was working on a draft to add FHE to the
standard ISO/IEC 18033, but it is marked as deleted on the current date. We could not identify if the
project was canceled or if the document was moved [112].

Worldwide, the National Institute of Standards and Technology (NIST) is among the organizations
that have the most influential role in cryptographic standards, including post-quantum cryptography
(PQC). Post-quantum cryptography is a subset of cryptography that aims to develop secure crypto-
graphic systems resistant to quantum computers, which poses a potential threat to traditional crypto-
graphic schemes. NIST has been running a project to standardize post-quantum cryptographic algo-
rithms [178, 179], having announced in 2022 the first four quantum-resistant cryptographic algorithms.
Three are based on lattice hard problems, which endorses the potential of FHE [178]. For a more com-
prehensive approach to FHE standardization, the book “Protecting privacy through homomorphic encryption” is

recommended [97].

3.5 Email spam and Anti-Spam

Email remains one of the most popular communication methods on the internet despite the increasing
popularity of other social media platforms [180]. Kaspersky Lab and Cisco Talos report that spam emails
make up between 50% and 85% of the total worldwide emails sent in a day, surpassing the mark of 200
billion [181].

Two literature reviews [181, 182] concluded that the most commonly used corpus used to train spam
models not focused on phishing was Enron and Ling-Spam, and the most used ML algorithms were SVM,
Naive Bayes, and Logistic Regression, all presenting the best performance in the reviewed works.

Traditional spam detection techniques, such as different types of blocklists, are still effective, but they
are more prone to false positives. However, bayesian spam filtering was considered the most effective
in this case. But when applied for mailing, machine learning-based techniques are usually static models
and, therefore, more vulnerable to concept drift. Since 2017, there have been more efficient techniques
to detect and mitigate concept drifting, such as incremental learning [180, 183].

Phishing has become the dominating type of spam; the Anti-Phishing Working Group (APWG) re-

"https://www.intel.com/content/www/us/en/products/docs/accelerator-engines/software-guard-extensions.html
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ports that the number of phishing attacks increased by 250 000 from December 2020 to January 2021.
In addition, the number of business impacted increased 56% from the last quarter of 2020 to the first
quarter of 2021. The evolving sophistication of phishing makes it difficult to identify, even for cyberse-
curity experts, so they pay more attention to specific message elements to recognize phishing, such as
message attachments and uniform resource locators. For phishing detection, deep learning algorithms
present advantages because they can automatically extract Uniform Resource Locator (URL) features

with good precision and without human intervention [184].

Supervised ML algorithms are the most commonly used among the identified in the survey on phishing
attacks. To train the models, they use URL datasets, such as Phishload and Yandex. Hybrid models are
trained using features such as HTML, email signatures, and JavaScript. The author concludes that Deep
Learning algorithms are essential to detect phishing attacks due to the type of features present in the
datasets [184].

Other studies address dataset shift or concept drift concerns, which can significantly affect model
performance, leading to error rates as high as 48,81%. Supervised learning approaches assume that
training and test data are drawn from the same distribution, making them more vulnerable. Different
strategies are required to address dataset shift, combat adversarial manipulation, and intentional data
modification to deceive classifiers. The concept drift or dataset drift in machine learning refers to the phe-
nomenon where the underlying relationships and patterns within the data change over time. It decreases
the performance of a machine learning model trained on historical data, which is often exploited by ad-
versaries in ML model attacks. Adaptation techniques, such as online learning and ensemble methods,

can mitigate the effects of concept drift [181,182].

Among other common attacks on ML models are “obfuscated word” and “text poisoning”. Obfuscated word
attacks change the text's appearance, making it more difficult for anti-spam filters to detect. It includes
embedding special characters, using HTML comments, and modifying words without changing their read-
ability. Text poisoning attacks may include inserting random words or commonly used legitimate terms
into the email body, a technique known as "word salad”. These attacks evade detection by avoiding well-
known spam words and adding noise to the messages. They also rely on the spammer’s understanding

of how the anti-spam filter operates and the recipient’s ability to identify spam.

Similar to those attacks is ’text salting”, which disrupts the functionality of spam filters by discreetly
inserting random text into the background of an email. Spammers started applying this strategy in the
mid-2000s across various communication platforms. They even started using image-based spam, which
further disrupts text-based filtering methods [181]. Recent advances in Large Language Models (LLM)
have also been applied in phishing attacks and in spam detection measures, creating new challenges

but also potential solutions [185].

The Figure 3.5 aggregates data from 80 articles on spam detection published between 2017 and
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2020, where (i) presents a graph with the number of times each ML algorithm was utilized in the reviewed

articles and (ii) the overall highest performance obtained by each algorithm [16].
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Figure 3.5: (i) Articles by utilized ML algorithm, (ii) Highest accuracy produced by each algorithm, adapted from [16]

3.6 HE Spam Detection Related Works

This section provides a review of existing literature analyzing the effectiveness of homomorphic encryp-

tion in the context of spam detection. The selected articles range from 2011 to 2022.

3.6.1 Privacy-Preserving Spam Filtering

This 2011 work was the earliest found with an explicit focus on using homomorphic encryption with anti-
spam filters. The chosen classification model was gradient-based logistic regression. If the training data
is separated, the gradients can be calculated individually and then aggregated by the server without
compromising privacy [186].

The experiment used the dataset applied by the CEAS 2008 spam filtering challenge, which contained
3000 training emails and 3000 test emails manually marked as spam or ham. The metric chosen was
the Area Under the ROC Curve (AUC), as it would facilitate measuring the classifier’s performance at
different precision-recall points corresponding to the classifier’s reliability limit.

The experiment considered two groups: a set of users with access to private emails and the server
responsible for training the classifier based on aggregated data.

The privacy protocol chosen is in the class of Secure Multiparty Computation (SMC), where multiple
parties are required to compute a function that combines their individual inputs. The privacy constraint
is that no party should learn anything about inputs belonging to any other party besides what can be

inferred from the value of the function [187].
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A prototype was implemented in C++ and utilized OpenSSL’s variable precision arithmetic libraries to
implement the Paillier cryptosystem [96], which allows computation over private data. The experiments
were conducted on a 3.2 GHz Intel Pentium 4 machine with 2 GB of RAM.

The results demonstrated that the costs of encryption, decryption, and data transmission were linear
in relation to the number of training instances and data dimensionality. Reducing dimensions was a cru-
cial element for the proposed approach to perform well. Tests using a multi-threaded algorithm showed
improvements of 6.3% on a machine with a single-core CPU, so there is potential for improvement if

tested on multi-core architectures.

3.6.2 SHIELD: Scalable Homomorphic Implementation of Encrypted Data-Classifiers

This work published in 2015 describes a variant version of the GSW and BV schemes, which is used
to implement a Bayesian anti-spam filter, a keyword searcher, and a secure binary decision tree using
GPU parallelization. The classifier also implements Private Information Retrieve (PIR)® to obtain useful
information from homomorphically encrypted data [188].

Regarding the classifier, the training phase was carried out on unencrypted data. Each word in the
dataset had an associated probability of occurrence in spam emails, and the combined probability was
used to define whether an email received was spam. As divisions with integers are expensive, the author
modified Bayes’ theorem so that homomorphic divisions are not used to obtain probabilities. Only words
with a match in the database are counted in the probability calculation, thus reducing the volume of
words. When emails are already encrypted, homomorphic operations are performed on the encrypted
data obtained through a PIR scheme to combine words in the search.

Their GPU implementation outperforms the IBM HEIlib library, achieving a remarkable speedup of
1035x in Ctxt multiplication, an important bottleneck for most HE schemes. This performance improve-

ment underscores the effectiveness of the approach.

3.6.3 Privacy Preserving Spam Email Filtering Based on Somewhat Homomor-

phic Using Functional Encryption

This 2015 work begins by exposing the growing need and motivations for delegating functionalities to
third-party or cloud servers. Under this premise, the article compare the use of functional and homomor-
phic encryption to maintain the confidentiality of data stored on email servers [189].

In the context of email server security, the use of homomorphic encryption, as presented in this
research, is instrumental in maintaining the confidentiality of the data on which the server performs ho-

momorphic operations to detect spam. The functional encryption component, on the other hand, is

8PIR is a protocol that enables data retrieval without revealing what is retrieved, maintaining privacy over queries and requests.
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designed to allow third parties to access specific information about the data on the server and serve a
distinct purpose according to functional encryption protocols.

In the encryption process, the email server assumes the role of a semi-honest, or honest-but-curious,
entity. It holds cryptographic keys from both the owners of the encrypted emails and third parties that
perform functions on the data stored on the server, thereby ensuring a balanced and secure system.

In the authors’ example, the email server has Alice’s encrypted emails and a function that returns 1
when an email is spam. Bob, who is the administrator and has a key pair to use this function, provides
it to the email server. Therefore, only Bob can use the function, getting results of just 0 or 1.

Problems highlighted by the authors:

» Make the process non-interactive and allow only one exchange of cryptographic keys.
» The number of functions applicable in functional cryptography still very restricted.
* The scheme used must be semi-homomorphic and not completely homomorphic.

Finally, the authors summarize the need to use both cryptographic approaches because homomor-

phic ciphers only allow marking emails as spam or not spam, and functional encryption could expand its

application by allowing us to know whether a given email has been marked as spam.

3.6.4 i-SEALZ2: Identifying Spam EmailL with SEAL

End-to-end encryption during the email-sending process and anti-spam filtering are not possible locally
on the users’ machines. This would imply the need for each user to build their own classification models,
which would have low accuracy, as they do not have a large and diverse enough volume of emails to
train spam classifiers.

In this article from 2021, the author proposes a homomorphic encryption protocol to maintain user
privacy when classifying emails as spam or ham. The proposal deals with a model based on machine
learning without specifying an algorithm. Despite the article’s title, the authors do not appear to have
implemented an application or used the Microsoft SEAL library at all [190].

In the protocol described, the user sends an encrypted feature array to the provider; this vector is
encrypted with a collective public key. Therefore, the content could only be exposed with collaboration
between users and providers. After receiving the feature array, the provider classifies it as spam or non-
spam homomorphically and returns the classified result to the user. The user’s client can then decrypt
the email with its secret key and perform the classification while preserving privacy.

The email provider periodically trains and updates the classification model using the encrypted feature
arrays from users’ emails. The server can also periodically decrypt the dataset with the collective public
key, train and update the classification model, and send the model to users so that they can classify their
emails locally. This approach can also be adapted so that users choose emails that are not sensitive and

that could be made available to the provider in plaintext for training purposes.
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The challenge pointed out by the author is the difficulty in encouraging providers to adopt this model,
as today, they benefit from the analysis of data obtained in plaintext for commercial and advertising
purposes. Other major obstacles this model highlights are the unavailability of end users and the man-

agement of keys for collective use.

3.6.5 Privacy-preserving spam filtering using homomorphic and functional en-

cryption

This 2022 article describes an anti-spam filtering model on the email provider without decrypting message
content through two different implementations, one based on homomorphic encryption and the other on
functional encryption. Both approaches were evaluated for their performance, security, and accuracy
[191].

According to the authors, the first works on using machine learning to implement anti-spam filters
occurred between 1998 and 2000. Since then, it has become the most efficient way to classify spam.
However, most existing solutions require users to reveal the content of their emails to the providers. To
address privacy concerns, it proposes two solutions for email classification without decrypting the data.

The model comprises the sender user Ug, who wants to send a secure email to a recipient user U,
which is encrypted in advance with public keys shared by both. For the email to arrive from Ug to Ug, the
message first passes through the email provider SP so that spam emails can be classified and filtered
out. Only emails identified as ham by S P are forwarded to Ug. SP is considered honest-but-curious; that
is, it processes the input data, does not attempt to tamper with the processing, and passively observe
the inputs, intermediate results, and outputs.

The classification occurs over vectors of integers that correspond to the feature arrays of the emails
generated by Ug. The feature array generated for the email is always encrypted under different public
keys and shared with the Ur. As S P is considered honest-but-curious, there would be no concern about
tampering with the feature array. Therefore, it would be sufficient in this scenario to encrypt the vector
with the same key provided by Ug to generate the encrypted version of the message.

The classification model used for both solutions is based on Qnet neural networks and Multilayer
Perceptron (MLPnet). The model is fed with the feature array corresponding to the email, and its output
generates a label indicating whether it is spam or ham. The main difference between the solutions is on
how the classification result is treated.

In the homomorphic encryption solution, the classification result is unknown by SP, as only Ug and
Ur keep the key, and the purpose is precisely to perform operations on the encrypted data without SP
knowing the details of its content. Therefore, SP must send the encrypted result of the classification
to Ug, which decrypts and return the result on-clear so that SP can then apply the anti-spam filter and

determine whether the encrypted email is forwarded to Ug or discarded. It can be verified here that the
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homomorphic encryption solution, although completely private, requires synchronous communication
between SP and Ugp.

The homomorphic prototype was developed using the BFV scheme through the SEAL library. It uses
an approach called scale-invariant to reduce the noise accumulated in homomorphic multiplications. It
also processes multiple plaintexts into one ciphertext to reduce complexity and improve performance.

As for the functional encryption solution, the classification result is obtained immediately, without
additional interactions with Up. This is possible because SP has a functional decryption key provided
by Up that S P uses to apply to the encrypted feature array. It provides S P with the intermediate result of
the classification, post Qnet step. Then, the intermediate result is fed as input to the MLPnet algorithm,
which returns the final label of the email as spam or ham.

The experiments used the TRECO7p, CEASS08-1, and ENRON datasets, which were preprocessed
in advance for data cleaning and tokenization. Tests on the datasets were done separately, as each set
represents a type of email. They also chose to use small feature arrays, as their size directly impacts the
accuracy and performance of the algorithms. They measured this by varying the vector length between
2000 and 5000 positions.

The result analysis found that the homomorphic solution was the slowest to make predictions in
each email, as the BFV scheme’s operations increase overhead. The functional encryption had better
performance without additional interactions between users and the server, but it presented data leakage
at the stage in which the Up sends the result on-clear back to SP. This vulnerability would allow an
attacker to infer information about the content of the email.

The homomorphic encryption solution is safer, and the classification model never leaves the mail
server. However, it requires more processing and is less efficient than the functional encryption solutionin
a spam classification scenario. Even so, there is room for performance improvements through hardware

and software techniques, such as Craterlake [192] and F1 [193].

3.7 Discussion

Section 3.1 demonstrates potential applications for FHE in many sectors to protect data privacy during
processing in cloud servers. With companies and governments adopting cloud computing, most of the
population has private and sensitive data stored and computed in third-party servers. Such a tendency
grows with broader access to faster internet connection technologies. This effect is verified by the grow-
ing predominance of video streaming services or even graphically demanding games played directly in
the cloud [194].

In the scope of spam detection, Section 3.5 shows us that most traditional anti-spam methods are still

used jointly for better results. However, the most recent advances in anti-spam measures come through
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ML-based techniques. They are essential in countering the ever-evolving spamming techniques applied
by adversaries to evade spam detection or for social engineering [195].

From the works in Section 3.5, and in Section 3.6, we can conclude that besides data privacy, FHE
can be applied to help protect the machine learning models against attacks. When the model or its
components, such as the weights, are homomorphically encrypted, they are less likely to suffer from
adversarial concept drift. Adversarial concept drift is an attack where the adversarial infers information
about the ML model and induces concept drift [196].

Section 3.1.1 described the application of FHE with machine learning based on schemes such as
CKKS and TFHE, which are relatively recent advances. Reviewing the FHE progress in Section 3.2
has demonstrated significant performance enhancements since Craig Gentry’s seminal work. Different
branches of FHE, each with distinct properties and improvements, have provided new avenues for further
research. For instance, schemes like TFHE have combined different methods to increase performance
and control noise growth, such as by integrating leveled and bootstrapping approaches [110].

The promising outlook for FHE is also emphasized in Section 3.3 and Section 3.4. The complex-
ity associated with developing FHE applications, a domain primarily accessible to mathematicians and
cryptographers, has been substantially abstracted by the introduction of compilers and libraries. The
standardization efforts involving several entities and sectors provide evidence of the growing interest in
FHE applications. This brief literature review presented optimistic prospects for FHE but also underlined
several challenges related to its performance, resource requirements, and implementation complexity

compared to non-homomorphic counterparts.

3.8 Comparative Analysis

The research works in Section 3.6, which ranges from 2011 to the most recent in 2022, align with the
present thesis by addressing spam detection solutions using homomorphic encryption. They are the most
similar to FHE-SD and our purposes, but making a precise side-by-side comparison is impossible due
to their motivations, approaches, and research advances since 2011. Therefore, we highlight individual
aspects and contributions from each work and compare them to specific aspects of our proposed solution

as follows.

1. Privacy-Preserving Spam Filtering (Section 3.6.1):

(a) Contributions: Propose a protocol involving Secure Multiparty Computation (SMC) to address
multiple parties’ inputs, an aspect partially discussed in the FHE-SD solution. The Paillier
cryptosystem also tends to have better performance and simpler implementation compared

to FHE algorithms.
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(b) Limitations: The Paillier cryptosystem is homomorphic only for addition operations and does
not present the hardness of the underlying problems on which FHE algorithms are based.

Therefore, it is not considered quantum-resistent and is less secure than FHE schemes.
2. SHIELD: Scalable Homomorphic Implementation of Encrypted Data-Classifiers (Section 3.6.2):

(a) Contributions: Implement a variant solution of the GSW and BV schemes utilizing GPU paral-
lelization, presenting outstanding performance improvements when compared to the version
of IBM HElib available by 2015.

(b) Limitations: Their low-level approach to implement an enhanced version of GSW and BV al-
gorithms requires advanced cryptographic knowledge. The experiments are also conducted
using specialized hardware (GPU). In contrast, our FHE-SD solution is designed to be acces-
sible to non-cryptographer developers by using libraries that abstract the complexity of the

FHE scheme and focus on general-purpose hardware.

3. Privacy Preserving Spam Email Filtering Based on Somewhat Homomorphic Using Functional En-

cryption (Section 3.6.3):

(a) Contributions: Discuss a set of protocols using both HE and Functional Encryption (FE).

(b) Limitations: No implementation, mainly speculates based on other works.
4. i-SEAL2: Identifying Spam EmailL with SEAL (Section 3.6.4):

(a) Contributions: Brief overview of HE spam detection implementation aspects and challenges.

(b) Limitations: No implementation, lacking references to other works and a meaningful purpose.
5. Privacy-preserving spam filtering using homomorphic and functional encryption (Section 3.6.5):

(a) Contributions: Implement FHE and FE solutions for spam detection, comparing each ap-
proach with in depth analysis of performance and security. Also provided detailed setup and

presented results for three different training datasets.

(b) Limitations: This is the most recent and rich article, however it focuses mainly on comparing

the FHE and FE solutions and pointing out their strenghts and weaknesses.

Compared to these related works, our contributions go beyond implementing and measuring side-by-

side FHE and on-clear equivalent spam detection algorithms based on four machine learning models. We

provide a more comprehensive range of metrics for reliable evaluation and conclusions on the feasibility

of FHE. This work also describes in more detail the developments from the early stages to obtain insights

on the current effort required to implement real-world FHE applications using tools that abstract FHE's

inherent complexity. That way, we demonstrate that most developers can implement FHE solutions with
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reduced effort and on more affordable general-purpose hardware. These are critical aspects for the

broad adoption of FHE and for turning it into a cybersecurity alternative outside the academic scope.

Summary

This chapter explored the development of Fully Homomorphic Encryption (FHE) schemes from the 1™ to
the 4™ generation. Covering articles on practical applications of FHE, main FHE libraries and compilers,
and ongoing standardization efforts in the area. Section 3.5 examined articles on the current state of
anti-spam methods and on spam detection with homomaorphic encryption. In Section 3.7, we discussed
the literature reviewed and compared this thesis’s contributions against the similar works addressed in

Section 3.6.
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The proposed solution to achieve this thesis’s objectives is the FHE-SD application, which implements
a set of spam detection algorithms based on machine learning, enabling us to execute experiments and
comparisons on FHE and on-clear scenarios. This application was developed utilizing the Concrete
compiler, which is based on TFHE-rs libraries written in Rust, and Concrete-ML (CML) libraries written in
Python. FHE-SD supports four different machine learning algorithms for spam detection on FHE and their
conventional non-encrypted counterparts using scikit-learn, also providing performance and resource
usage metrics. We sought to make the scikit-learn and Concrete-ML versions of the machine learning
algorithms parameterized and implemented under the most equivalent conditions possible to present
meaningful results and comparisons, limitations to achieve such purpose are discussed in Chapter 5.

Although the primary purpose of FHE-SD is experimental, it also supports Linux-like command line
instructions, including a help manual for testing and real modes. The code has been thoroughly doc-
umented using Sphinx' and developed in Python. As a result, FHE-SD is designed to be installed on
different machines, and the comprehensive documentation can help reproduce the experimental setup
presented here. The FHE-SD usage documentation is available in Appendix A, and there is also a GitLab

repository for the FHE-SD project?.

4.1 FHE-SD Obijectives

FHE-SD implements the supervised learning workflow described in Section 2.5 and illustrated in Fig-
ure 2.10. Besides, it also enables the effective utilization of trained models to predict whether email
messages provided as input are spam or ham. FHE-SD supports LinearSVC, Logistic Regression, De-
cision Trees, and XGBoost algorithms. These algorithms are available in the FHE versions, using the
Concrete-ML libraries, and the conventional, non-encrypted or on-clear versions, using the scikit-learn
libraries. As a result, there are two distinct implementations for each of the four ML algorithms, one for
FHE and another for its on-clear counterpart.
FHE-SD supports two modes:

» Test mode: This mode executes the complete ML workflow, from dataset preprocessing to
model training. By predicting the results from the trained model, we obtained part of the perfor-
mance metrics required for the experimental objectives. In test mode, FHE-SD takes as input
a dataset of 6000 emails labeled as spam or ham and generates a labeled feature array that is
later split, where 80% is for model training and 20% for testing (4800/1200). The testing portion
is input to the trained model, and the performance metrics are obtained from calculations over

the prediction results and the labeled testing feature array.

"https://www.sphinx-doc.org
2https://gitlab.com/adrianorp/project-fhe-sd
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* Real mode: A single email file functions as input, producing a feature array for a pre-trained
model loaded from disk. Although not directly pertinent to our research objectives, the “real mode”
could be valuable for future enhancements to a production application or as a potential subject
for future work.

In addition to the listed features, the FHE-SD package includes supplementary scripts for generating
additional metrics and simulating hypothetical network interactions, as outlined in Section 4.3. These
scripts can be found inside the directory "test” within the FHE-SD deployment package. Since these
scripts are standalone, they must be manually adjusted and executed individually to obtain the desired
outcome.

The objective of FHE-SD is to compare the performance of ML-based spam detection algorithms in
both FHE versions and on-clear versions under similar conditions. We also want to provide insights into
the feasibility of using FHE for spam detection in real-world scenarios, even with constrained hardware

resources and without dealing directly with the inherent complexity of the underlying FHE scheme.

4.2 Architecture

The FHE-SD is implemented using the Concrete-ML, which supports deploying systems under the client-
server model, as per Figure 4.1.
FHE-SD considers three possible actors:

+ Developer Machine (DM): DM is where the developers train and compile the ML model and
generate the deployment files necessary for the client and server machines.

» Server Machine (SM): SM is an email provider where the compiled ML model detects spam
over encrypted emails.

+ Client Machine (CM): CM is the user’s machine, where a secret key and an evaluation key are
generated. CM converts the emails into an FHE encrypted feature array, and it is sent along with
the evaluation key to SM to classify the emails.

The deployment files are composed of the following:

+ Server.zip: Created and provided by DM, contains the compiled ML model that is machine-
architecture specific (x86 in our case), JSON files with parameters, and client specifications.
They are shared with the SM and when the ML model is compiled, it is converted to an equivalent
FHE circuit.

* Client.zip: Created and provided by DM, contains JSON files with secure cryptographic param-
eters used by CM to generate the keys and quantization parameters.

As presented in Figure 4.1, the development machine (DM) trains the ML model and generates the

deployment files. Then, DM deploys the compiled model and the server.zip file to the email provider or
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Figure 4.1: FHE-SD Client-Server model

server machine (SM) and shares with the client machine (CM) the client.zip file containing cryptographic
parameters to generate the key pair. The CM generates a key pair composed of secret and evaluation
keys. CM encrypts the email feature array with the secret key, then sends the encrypted input along
with the evaluation key to SM. SM receives the encrypted input and uses the compiled model with the
evaluation key to run the private inference over the FHE encrypted input. The resulting prediction is
unknown to SM since it remains encrypted throughout the process. SM finally sends the encrypted

prediction back to CM, where it is decrypted by the secret key to verify if the email is spam.

Concrete Architecture

Concrete is a framework developed by Zama that works on top of the Concrete compiler, which uses
LLVM?® and MLIR* to translate Python code into FHE programs at reduced development effort. Concrete
is based in the rust implementation of the TFHE scheme for boolean and small integer arithmetics over
encrypted data [17].

The Figure 4.2 describes the Concrete architecture presented in stack layers, where FHE-SD di-

rectly uses libraries in the applications and transpilers layers. The Concrete compiler translates the coding

3https://en.wikipedia.org/wiki/LLVM
“https://milir.llvm.org
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instruction through MLIR to the TFHE rust libraries, where the cryptographic primitives and operations
are implemented and executed by the CPU. Among the third-party entities we have libraries such as
scikit-learn®, PyTorch®, and XGBoost’, that are used in the Concrete-ML machine learning algorithms

and also in the FHE-SD implementation.
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Figure 4.2: Concrete Architecture [17]

Concrete has GPU acceleration capabilities for CUDA®. However, FHE-SD supports only the Concrete
CPU backend and makes no active thread management besides what is already provided automatically by

the Concrete compiler.

4.3 Experimental Environment

Limited hardware resources could be an advantage when analyzing the feasibility of FHE for spam detec-
tion. FHE inherently requires significant CPU power and memory usage; for instance, the FHE encrypted
data from our tests was three times larger than their plaintext equivalent.

The experiments were performed on a Linux Virtual Machine (VM) running on the Microsoft Hypervisor
(Hyper-V). The Linux VM system information is detailed in Table 4.2, and the system information for the

host machine is available in Table 4.1.

4.4 Application Development

FHE-SD is designed to output metrics and experimental data on spam detection over plaintext and FHE

ciphertext, supporting real and testing modes. However, it has limited support in real mode, where the

Shttps://scikit-learn.org

Shttps://pytorch.org

"https://xgboost.readthedocs.io
8https://www.zama.ai/post/concrete-core-v1-0-gamma-with-gpu-acceleration
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Table 4.1: Host System Information Table 4.2: VM (Hyper-V) System Information

[ Item | Specification \ [ Item | Specification \
Architecture x86_64 Architecture x86_64
CPU Intel Core i7-8550U CPU Intel Core i7-8550U
CPU Frequency 1.80GHz CPU Frequency 1.80GHz
N° CPU Cores 4 N° CPU Cores 4
N° CPU Threads | 8 N° CPU Threads | 8
System Memory 16GB DDR4 System Memory 8GB DDR4
Operating System | Windows 10 22H2(19045) Operating System | Kali GNU/Linux 2023.3

machine learning model is pre-trained, loaded from disk, and used to classify individual email messages
as spam or ham - taking as input a single text file per email. The application is fully equipped with features
focused on testing scenarios and metric extraction, from which the results presented in Chapter 5 are
obtained.

Figure 4.3 provides a detailed description of the machine learning workflow for FHE-SD execution
in testing mode. The bluish shapes illustrate the execution flow for traditional machine learning, using
scikit-learn library on plaintext (on-clear). The reddish shapes are the processes for the execution in FHE
mode, where the input data is encrypted using Fully Homomorphic Encryption. The green shapes denote
the initial execution stages, shared by both FHE and on-clear modes, where the dataset is preprocessed
and the models trained. Further details on the preprocessing methods are presented in Section 4.4.3,

and information about the email corpus utilized as dataset can be found in Section 4.4.2.

FHE-SD is executed using command lines compatible with Linux-like systems and requires the fol-
lowing basic inputs:
» Type of scenario: Specify whether the execution is for testing or a real scenario.
» Dataset path: Provide the path to the directory where the email files are stored.
* ML Algorithm: Choose the machine learning algorithm to train the model and execute the in-
ference.
» Encryption mode: Specify whether the execution should be performed with or without encryp-
tion.
This experiment utilizes a portion of the Enron corpus as a dataset. The dataset is preprocessed to
enhance data quality, extract features, and divide the resulting feature array into test and train datasets.
When FHE-SD is executed in clear mode, the trained model is loaded, and a copy of the model is
saved to disk. The test dataset is fed into the model, which returns predictions that are processed to
obtain the performance metrics.
In FHE mode, the trained model is first compiled to generate its FHE circuit, but it does not secure the
model architecture, because the model weights and parameters are not encrypted. The deployment files

are then created, with the file server.zip stored in a directory representing a server and client.zip in another
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Figure 4.3: FHE-SD Design Details

directory representing a client. The client utilizes the client.zip file to generate the secret and evaluation
keys.

The secret key encrypts the feature array of the test data, and then the encrypted data is used as
input to the compiled model. The evaluation key is then applied to the compiled model to predict over the
encrypted feature array. Finally, the model outputs the encrypted prediction, which is decrypted by the
client using the secret key. From the decrypted results derive the performance metrics that are detailed
in Section 4.4.4 and a copy of the FHE model is also saved to disk and can be reloaded for use in real

mode.

4.41 Standalone Scripts

This section describes the standalone scripts necessary to configure the FHE-SD or extract specific
metrics outside the primary workflow in Figure 4.3.

* create_config_ini.py: This script can be edited to customize FHE-SD parameters, such as the
directories’ path and constant values. It has to be manually executed to generate the file config.ini,
from where global parameters are retrieved automatically.

 read_config_ini.py: This module contains Python functions to read the parameters stored in

file config.ini. Several other modules and scripts in FHE-SD utilize these functions.
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+ config.ini: This file contains constants and parameters used by FHE-SD. It is generated by the
script create_config_ini.py and reading routines are implemented in file read_config_ini.py.

» network_simulation.py: This script simulates a complete network flow for spam detection using
FHE-SD, detailed in Section 4.5.

The following scripts require manual adjustments by setting mode = fhe for metrics over FHE or
mode = clear for metrics on-clear.
« Utils_Calibration_Plot_Multiple.py: This script plots the calibration curve for the different ML
algorithms.
« Utils_ConfusionMatrix_Plot_Multiple.py: This script plots the confusion matrixes for each al-
gorithm.
+ Utils_ROC_AUC_Plot_Multiple.py: This script plots the ROC curve and AUC for the ML algo-

rithms.

4.4.2 Enron Email Dataset

This work focuses on FHE, but it is important to ensure a certain level of quality in the ML training, which
is directly influenced by the dataset used. Ideally, the training should be conducted using a large dataset
composed of different email corpus. However, due to limited resources and the fact that the ML models
trained do not need to achieve perfect results to evaluate the FHE application, we have opted to use only
the Enron-Spam® dataset.

The Enron-Spam dataset contains the mailboxes of five Enron employees, in raw and preprocessed
versions. We specifically use a portion of the preprocessed emails in which unnecessary data, such as
HTML tags and message headers, were already removed. The messages are saved in separate text
files and stored in ham” or "spam” directories representing the email category or class. More details on the
original dataset can be found in the paper published by Metsis, Androutsopoulos, and Paliouras [197].

The subset utilized in the experiment consists of six thousand emails, detailed in Table 4.3. These
emails required additional preprocessing to enhance data quality, remove remaining stopwords, and

discard emails without a message body.

4.4.3 Preprocessing and Feature Extraction

This section describes the preprocessing and feature extraction techniques used in FHE-SD, correspond-
ing to the green shapes processes in Figure 4.3. FHE-SD receives as input the path to the directory where

the text files representing the emails are stored.

Shttps://www2.aueb.gr/users/ion/data/enron-spam/
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Table 4.3: Enron Corpus - Email distribution and owners

Owners
(ham + spam)
farmer-d + GP 500:500

kaminski-v + SH 500:500
kitchen-l + BG 500:500
williams-w3 + GP 500:500
beck-s + SH 500:500
lokay-m + BG 500:500

ham:spam

The preprocessing uses NTLK'C libraries to support tokenization and removal of stopwords, ap-
proaches discussed in Section 2.5.2. Through the Punkt'" NTLK module the tokenization targeted en-
glish words. However, besides Enron Corpus being from the extinct American company, the sampling
had a few instances of emails in portuguese. During feature engineering, it is essential to extract the
most representative features, those that are meaningful in the dataset and for classification purposes.

Therefore, we removed strings such as stopwords and words that were rarely used in the dataset.

FHE-SD also removes strings shorter than three characters and emails with fewer than four lines,
because the dataset has many files where the third line contains a reference to attachments, we also
ignored the subject lines and considered only the content of the bodies of the emails. Some anti-spam
solutions consider the subject of the emails for spam detection. However, it requires specific and some-
times more complex approaches, for example, calculating probabilities only over the subjects, then over
the body of the emails, and finally pondering the distinct outcomes. It could even consider concurrent
models, one trained over email subjects and the other on the emails’ content, and infer over both resulting

probabilities.

In the config.ini file, it is possible to define the maximum number of features to be utilized during the
training process. A more significant number of features, up to a specific limit, can improve the accu-
racy of the model predictions, but it implies increased processing time and memory usage. After testing
with different values, we found that 5000 features were the optimal value for balancing accuracy and
performance. To select the relevant features, we extract a list of the most common words, from which
we retrieve 5000 words. The final product of the preprocessing is the feature array exemplified in Fig-

ure 4.4(a) and the label array exemplified in Figure 4.4(b).

The features matrix F; ; used in this experiment is described by Equation (4.1). The upper limit for
i reflects the size of the sampling, where we have 6000 emails, and the upper limit for C; ; and j could

vary if we change the maximum number of features defined in config.ini file.

Ohttps://www.nltk.org/
"https://www.nltk.org/api/nitk.tokenize.punkt.html
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Figure 4.4: Features Array(a) and Labels Array(b)

The words, or tokens, are the features extracted from the dataset, each individual feature is converted
in an unique integer number ranging from 0 to 5000. This numeric representation of each feature is
accessed through the index of the columns j in the feature array F'. At the same time, the individual
email samples are also identified with unique numbers, which are the row indexes (4), as in Figure 4.4(a).
While C; ; has the counting of occurrences of the feature j in the email sample i. For example: in the
given feature array, where 0 < 5 < 5000, the word "com” is identified by an integer j = 4 and it has one

occurrence in two email samples identified by the coordinates F[6,4] and F[7,4].

The label array in Figure 4.4(b) is used for the supervised learning procedures, measuring the perfor-
mance of the models, and extracting several metrics such as the accuracy. This is done by comparing
the models’ prediction with the label array, which has labels indicating whether each email is spam or
ham. The picture shows 13 email samples identified by the first column and the second column filled

with ones, indicating that those samples are all spam - ham samples would be labeled with zeros.

The module utils.py in directory "common” contains most of the FHE-SD preprocessing source code

and can be seen in the documentation available in Appendix A.
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444 Machine Learning Models and Performance Metrics

FHE-SD supports four machine learning algorithms: LinearSVC, Logistic Regression, Decision Tree,
and XGBoost. Initially, we also had k-Nearest Neighbors (KNN) and Random Forest as candidates, but
both were discarded. KNN presented low accuracy results due to the dimension and distribution of our
dataset. The Random Forest took days to finish the inference and training processes, also showing
poor accuracy, which was caused by the high depths of the tree ensemble. So, we replaced Random
Forest with the XGBoost algorithm because it has better performance and requires lower depths'? to
achieve good accuracy. A brief description of each ML algorithm implemented in FHE-SD is available in
Section 2.5.3.

The experimental metrics generated by FHE-SD are the primary artifacts to evaluate the FHE appli-
cation for spam detection, compare against traditional approaches, and analyze its feasibility. FHE-SD
considers the execution duration for the following processes or states, where items 3, 5, 6, 7, 8, and 10

are specific to FHE scenarios:

1. Feature extraction. 5. FHE files deployment. 9. Prediction or inference.
2. Model training. 6. Load FHE client files. 10. Decrypting the prediction.
3. FHE Model compilation. 7. Public-key generation.

4. Model loading. 8. Feature array encryption.

To measure the machine learning algorithms’ performance, we used Accuracy, F-score, Precision,
Recall Rate, and confusion matrixes; the theory behind these metrics is explained in Section 2.5.1.
Besides these outputs, the stand-alone scripts mentioned in Section 4.4.1 generate graphics for each
ML model: Roc curves and AUC, calibration plots, and confusion matrixes. We also have registered
the memory peaks utilized by the application processes and a comparison of the data size for on-clear

against FHE encrypted data.

4.5 Network Simulation

The FHE-SD has a standalone script that simulates an entire network interaction for spam detection, sim-
ilar to what we see in Figure 4.1, using Concrete features for client-server interactions. Due to resource
limitations, we could only emulate the data transfer in a network through three distinct local directories
representing: the Development Machine (DM), Client Machine (CM), and Server Machine (SM). The
transference of data and files from one directory to another is an analogy to the traffic in a network.

Those directories can have their path defined in the config.ini file. The default name for the DM directory

2| ower depths imply fewer layers or levels in each tree structure.
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is "development_machine”, for SM is "server_machine’, and for CM is ’client_machine”. See Appendix A for more
details on this setup.
Before describing the simulation steps, we have the following assumptions in the case of a real

scenario through a network:
» The connections occur on top of TCP/IP protocols as described in Section 2.1;

* SM is an email provider with SMTP support, details in Section 2.1.
* CM has MTA and MUA, both approached in Section 2.1, enhanced to support FHE routines.
+ SMTP Envelopes received by CM, whose definition is in Section 2.1, are scanned in advance
for viruses before the feature arrays are generated and encrypted.
» The role of DM could be delegated to SM to simplify the setup. However, the email provider
would have more privileges than necessary, increasing the risk of users’ privacy being violated.
Having the premisses defined, the standalone script network_simulation.py in directory "test” executes
the following steps to simulate FHE client-server interactions over a network for an FHE model trained
using LinearSVC algorithm:
(1) DM train and compile the ML model.
(2) DM generates the deployment files: client.zip, server.zip, and version.json.
(3) DM transfer client.zip to CM.
(4) DM transfer server.zip to CM, which also contains the compiled model.
(5) CM generates the secret and evaluation keys.
(6) CM sends the serialized evaluation key to SM.
(7) CM receives the email, or SMTP Envelope, and preprocess the content to generate the feature
array.
(8) CM uses the secret key to encrypt the feature array and send it encrypted to SM.
(9) SM receives the encrypted feature array, and without decrypting it, SM uses the evaluation key
to run the inference.
(10) From the inference, SM obtains the encrypted prediction result, which SM cannot decrypt.
(11) SM sends the encrypted prediction result to CM.

(12) CM uses the secret key to decrypt the result and learn if the email is spam or ham.

4.6 Limitations and Challenges

When the research and implementations for this thesis started in 2023, Concrete-ML (CML) was at ver-
sion 1.3, with tests on tree-based algorithms presenting severe performance issues. For example, FHE-
SD took up to four days to finish the FHE processing using the Decision Tree algorithm, which was

almost discarded. Such an issue was not observed in the linear ML algorithms because they usually do
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not require TLU operations - at least not for the two algorithms tested.

In CML 1.4, optimizations for Table Lookup (TLU) operations for CML trees-based algorithms were
introduced, mainly achieved through rounded table lookups. This approach rounds the least significant
bits of large integers and then applies the table lookup on the smaller resulting values. The discussion
on Table Lookup can be found in Section 2.7.8.

The rounded TLUs reduced the execution time for tree-based algorithms from four days to ten hours
on average. But the new CML version caused runtime errors on the linear algorithms during FHE predic-
tion. Initially, we assumed that the defect was in FHE-SD, from inputs causing overflows in the Concrete
compiler. However, we could not identify any specific problems during debugging. As an alternative to
progress with the work, we decided to provisionally use CML 1.3 for the experiments on linear algorithms
and switch to CML 1.4 for tree-based algorithms.

As previously mentioned, in test mode, the FHE-SD creates a feature array that includes all emails
from the dataset. We were concerned about the potential high memory usage during prediction if we
input the entire encrypted feature array simultaneously. We addressed that by encrypting and inputting
each row of the feature array into the ML model individually. After obtaining the resulting prediction for a
row, the next row is encrypted and fed as input to the model.

We speculate that since the model was trained using the entire array, once compiled using the de-
fective CML versions, it caused a post-processing shape mismatch for the linear models when the input
was provided through individual rows of the encrypted feature array. Anyhow, we did not succeed in
implementing batch inference to test that theory, possibly because Concrete does not support it at all.

Zama fixed the defect with the release of CML 1.6, just in time for the tests and evaluations to be re-
executed using the latest version available to this date (1.6.1). Afinal note to consider is that Zama added
to Concrete-ML support for training models on encrypted data from version 1.4. Given the implementation
of FHE-SD predating CML 1.4, there is potential for future exploration of FHE model training on encrypted

data.
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This chapter evaluates the experimental process described in Chapter 4, comparing the prediction
results for spam detection using traditional ML algorithms from scikit-learn with their FHE equivalent from
the Concrete framework. The analysis comes through the performance of the ML models, memory usage,
and processing time in distinct execution stages. We also explore the effort required from developers to
create and deploy real-world FHE solutions utilizing low-power hardware without in-depth knowledge of

the associated mathematical and cryptographic principles.

5.1 Evaluation Methodology

The evaluation methodology can be divided into two aspects: functionality and performance. The func-
tionality aspect considers whether the FHE-SD application achieves its purpose as a spam detector.
The performance aspect considers the following:
» Model Performance: Metrics to compare the degree of success of the ML model’s inferences
or predictions.
* Runtime Performance: Measure the execution times and memory usage by FHE-SD for the
supported algorithms.
The primary objective is to assess how FHE-SD performs using Fully Homomorphic Encryption
against scenarios where FHE cryptography is not applied. The machine learning models are the main
subjects of the experiment, helping evaluate the application of Fully Homomorphic Encryption and guid-

ing our conclusions.

5.2 Preprocessing Results

Despite FHE being the focus of this work, we tried to achieve acceptable results during the machine
learning stages, such as preprocessing and feature extraction, so FHE-SD could output results that are
closer to a real-world solutions. Therefore, the resulting data from the preprocessing stage is critical to
train the ML models correctly, directly impacting the subsequent stages.

The “wordclouds” in Figure 5.1 shows a snapshot of the most relevant features selected during the
preprocessing, similar to what we have described in Section 4.4.3, which also considers the theoretical
aspects presented in Section 2.5.2. Figure 5.1(a) has some of the most representative features in the
set of 5000 words. Figure 5.1(b) shows only representative samples of words from ham emails where
we see words such “meeting” and "gas” that are consistent with the kind of emails that would be exchanged
in Enron’s type of business. Figure 5.1(c) shows representative features extracted from spam emails,

such as the word "Viagra”, which is very common in spam.
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Figure 5.1: Most Representative Features

To help detect and prevent overfitting and underfitting, we applied the scikit-learn function train_test_split
to divide the feature array into two subsets, 80% for training and 20% for testing. That function imple-
ments a pseudo-random algorithm to sort the data, which we used with a fixed salt value (random_state
parameter) to ensure that the data split was reproducible across the different executions. Therefore,
from the 6000 email samples, 4800 emails were used for training and 1200 for testing. For real sce-
narios using single email inputs, FHE-SD still requires improvements to address features missing in the

training dataset, and larger datasets are required so the ML models can have proper generalization.

5.3 Models Performance

This section presents metrics to evaluate how well the models perform in making classifications or predic-
tions. We applied seven distinct metrics for which the theory was presented in Section 2.5.1: accuracy,
precision, recall rate, F-score (F1), confusion matrix, and two graphical representations using the ROC
and Calibration curves. Most FHE and on-clear scenarios achieved identical results on the classifica-

tion metrics, as presented in Table 5.1 for FHE and in Table 5.2 for on-clear scenarios - summarized in

Figure 5.2.

Table 5.1: FHE Performance Metrics

LinearSVC | Logistic Regression | Decision Tree | XGBoost
Accuracy 0,954 0,964 0,881 0,866
Precision 0,952 0,958 0,874 0,823
Recall Rate 0,956 0,972 0,894 0,935
F-Score 0,954 0,965 0,884 0,876

Table 5.2: On-Clear Performance Metrics

LinearSVC | Logistic Regression | Decision Tree | XGBoost
Accuracy 0,954 0,964 0,880 0,866
Precision 0,952 0,958 0,872 0,823
Recall Rate 0,956 0,972 0,893 0,935
F-Score 0,954 0,965 0,882 0,876
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Table 5.1 and Table 5.2 show values up to 3 decimal places, but we verified that the results were
identical even when using up to 15 decimal places. The exception is the Decision Tree model, which
shows slightly different values, possibly caused by the FHE quantizations - highlighted in Figure 5.3.
In the experiments, the FHE version of the Decision Tree utilizes 8 bits for quantization, a value that
we considered optimal. Increasing it could improve the precision but reduce the runtime performance.
Besides, Concrete uses TLUs for certain operations in tree-based models, which are much slower than
basic integer operations utilized in linear algorithms. These minimal differences did not affect the pre-
diction results, as shown in the confusion matrixes in Figure 5.4, where the on-clear scenario is in blue,
and the FHE scenario is in red.

The XGBoost is also a tree-based model, but unlike the Decision Tree model, there were no dif-
ferences in the results. What could justify this are the models’ topologies and approaches to address
quantization. The concrete version of Decision Tree is built based on scikit-learn’, while the concrete

version of XGBoost is built based on the XGBoost? library.

Regardless, XGBoost performed poorly, resulting in numerous false negatives, with 143 ham emails
incorrectly classified as spam. It could have been caused by the type of dataset not being adequate for
XGBoost or bad calibration and parametrization of the model. However, tree-assemble models, such
as XGBoost, are less prone to overfitting, so the possibility of overfitting in the other models cannot be
totally discarded.

The confusion matrixes show better results for LinearSVC and Logistic Regression, consistent with

related works on spam detection reviewed in Chapter 3, both linear algorithms outperformed the tree-

https://scikit-learn.org/stable/modules/generated/sklearn.tree.DecisionTreeClassifier
2https://xgboost.readthedocs.io/en/stable/python/python_api.html

83



On-Clear FHE
Decision Tree LinearSVC Decision Tree LinearSVC

Ham Ham 566 27
T T
= 2
I I
£ E

spam spam 19 588

Ham Spam Ham Spam

Logistic Regression XGBoost Logistic Regression XGBoost

Ham 567 26 Ham

Ham

True label
True label

Spam 10 spam Spam Spam

Ham Spam Ham Spam Ham spam
predicted label predicted label Predicted label predicted label
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based algorithms.

The calibration curves in Figure 5.5 gives a general idea of how reliable the models’ predictions are.
In both scenarios, FHE and on-clear, the graphics were identical. The calibration curves show that the
models were similarly calibrated, except for the Decision Tree, which shows overconfident predictions

and could lead to overfitting.
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Figure 5.6 shows the Roc curves for the tested models. The AUC values are the numeric representa-
tion of the area under each curve, ranging from 0 to 1. We see that Linear SVC and Logistic regression

achieved the highest AUC of 0,99 - consistent with the previous performance metrics.
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5.4 Runtime Performance

The feature array used as model input, corresponding to 20% of the dataset, represents 1200 email
samples. Before encryption it had the size of 40 128 kilobytes, after encrypted using Fully Homomorphic
Encryption it raised to 120 297 kilobytes. On average, the FHE data used as input for the models was
three times larger than the clear data.

To evaluate the runtime performance, we considered the processing time in various stages and the
peaks in memory usage during the FHE-SD execution. When the data is on-clear, there are only two
stages, as detailed in Table 5.3. The Linear SVC algorithm presented the fastest processing time of

0,185 second, while the Decision Tree algorithm was the slowest, with a total time of 2,292 seconds.

Table 5.3: On-clear Execution Time in Seconds

Linear SVC | Logistic Regression | Decision Tree | XGBoost
Model Training 0,172 2,275 3,550 3,227
Inference 0,013 0,017 0,015 0,032
Total Time 0,185 2,292 3,565 3,259

During memory usage peaks, the models executed on-clear presented the following results:
* Linear SVC: 40 kilobytes
+ Logistic Regression: 1,5 megabyte
* Decision Tree: 85,98 megabytes
+ XGBoost: 30 kilobytes
For FHE scenarios, there are several additional stages, which are described in Table 5.4. The exe-
cution times are measured in seconds, and longer stages are highlighted in orange and red, indicating

several minutes or hours.

Table 5.4: FHE Execution Time in Seconds

Linear SVC Logistic Regression | Decision Tree XGBoost
(1) Model Training 1,669 3,666 13,893 14,384
(2) Model Compilation 4,979 4,690 37,197 65,587
(3) Create Deployment Files 0,020 0,016 1,903 1,942
(4) Load Client Files 0,007 0,007 0,284 0,333
(5) Generate Public-Key Pair 0,006 0,001 1,693 1,541
(6) Input Encryption 664,990 671,060 1249,140 1324,138
(7) Model Inference 741,559 764,915 39709,688 71988,285
(11,03 hours) (19,99 hours)
(8) Result Decryption 1,793 1,772 4,318 5,162
(9) Total Testing Inference 1408,473 1437,825 40963,300 73317,746
(11,37 hours) (20,36 hours)
. 1413,488 1442,543 41004,389 73387,160
(10) Total Runtime (11,39 hours) | (20.38 hours)
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The results in Table 5.4 and Figure 5.7 can be summarized as follows:

* (1) The ML models trained using the Concrete-ML library achieved execution times ranging from
1,6 to 14,3 seconds.

* (2) The trained model is compiled to generate the FHE circuit, with times ranging from 4,9 to
65,5 seconds.

* (3) The average time to create deployment files is less than 2 seconds.
* (4) The client machine loads the client.zip file under 1 second.
* (5) The client machine generated the secret and evaluation keys in less than 2 seconds.

+ (6) The client encrypts the input data using the secret key, taking 11 minutes for the linear models
and around 20 minutes for the tree-based models.

(7) The compiled model is loaded in the server and predicts on the encrypted inputs, taking

around 12 minutes for the linear models, 11 hours for the Decision Tree, and 20 hours for the
XGBoost.

(8) The predicted results from stage (7) are decrypted by the client using the secret key, taking

less than 2 seconds for the linear models and about 5 seconds for the tree-based models.

The item (9) sums up the entire inference stages, which includes (6), (7), and (8).
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Figure 5.7: Execution Times

The total run time in (9) has the LinearSVC as the fastest, taking 23,55 minutes, and XGBoost as the

slowest, taking 20,38 hours to finish. Regarding the memory usage peaks, the FHE models presented
the following results:

Linear SVC: 556,33 megabytes

Logistic Regression: 556,34 megabytes

Decision Tree: 193,1 megabytes

XGBoost: 160,2 megabytes
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Development and Overhead

Besides the constrained resources described in Section 4.3 and the limitations in Section 4.6, the de-
velopments required no direct intervention in the TFHE scheme. We put more effort into calibrating the
machine learning models than actually applying the FHE techniques. The main challenge lies in finding
the best ML model parameter values for their FHE versions. These values are necessary to balance the
tradeoff between model performance and runtime performance. The model performance relates to the
metrics in Section 5.3 and runtime performance to the execution times in Section 5.4. Another challenge
was debugging the Concrete compiler and analyzing its source code to address the issues presented in
Concrete-ML 1.4 and 1.5 - discussed in Section 4.6.

As FHE-SD was implemented and the experiments executed in a VM using Hyper-V, there may have
been some overhead impacting the performance, but we tried to mitigate it as much as possible by
avoiding communication between the guest VM and the host machine, storing the data directly in the
VM disk area, and trying to keep in memory all data that would require more frequent accesses. The
Hyper-V creates a virtual network adapter or switch, which enables communications between the VMs
and the host operational system, resulting in increased latency.

Another potential overhead could arise from the approach of running predictions not in batch, but from
each row of the feature array. It implies multiple calls to the model until the final result is obtained, with
each encrypted input row being written to the simulated SM directory on disk, and then to the CM directory
for encrypted prediction, which is then accessed and decrypted by CM. However, it is important to note
that such overhead would not be present in real scenarios, where the feature array would represent a
single email. In our tests, we deliberately used a feature array with 1200 rows, or 1200 email samples,

to gather more data.

5.5 Preliminary Synthesis

This evaluation indicates that the development of FHE-based applications is within the reach of non-
cryptographers, even using machines with limited processing power and memory. The results are opti-
mistic, also because the experiments using FHE-SD involved all phases from training to predictions in a
low-power machine. In real scenarios, it would be addressed by three distinct machines: a deployment
machine that would train the model once and a server where the model is loaded to run the inferences.

The execution times presented were based on each model processing 1200 input emails without
hardware acceleration, such as GPU parallelization. The tree-based models showed poor performances,
which can be related to bad calibration or to the kind of dataset, further we did not implement custom
TLUs nor programmable bootstrapping (PBS) on attempt to optimize the operations, which may not be

possible when relying solely on Concrete API calls.

87



The linear models presented good results, indicating that they are the most fit for the purpose of spam
detection using Fully Homomorphic Encryption.

Regarding security, we have concerns about the compiled models because their weights and param-
eters are not encrypted. Another concern is the introduction of the rounding feature for TLUs in CML 1.4,
which significantly increased the performance of the tree-based models but may present vulnerabilities
similar to those identified in CKKS [152]. The research community is still studying if TFHE is affected in
the same way. In terms of privacy, the preprocessing and training were entirely executed on clear data,
reducing the level of privacy. Concrete-ML has limited support for encrypted training, which was added

in version 1.4 and only for SGD Classifiers - ML algorithm not addressed in this work.

5.6 Answered Research Questions
In this section, we answer the research questions raised in Chapter 1.

1. Is FHE feasible and possible to adopt in real-world applications such as spam detection?

A: Yes. However, as for machine learning or Al [58], FHE also requires significant energy re-
sources, resulting in a high carbon footprint. With the growing impact of climate change and
human predatory economic activities, much of what we have as certain today might change
in the coming years. Another aspect is that Big Tech corporations such as Google, Yahoo,
Microsoft, Meta, and Apple profit from exploiting users’ private data and may create barriers
against adopting FHE that would only be overcome through societal pressure and government

regulation.

(a) Can FHE spam detection solutions achieve identical inference and ML performance results

as their on-clear counterparts?

A: Yes, we achieved identical results as presented in tables Table 5.1 and Table 5.2, except
for the decision tree model, which does not pose a significant concern, as discussed in

the previous sections of this chapter.

(b) Can the development process of FHE-based applications be facilitated and made attainable

to non-cryptographers?

A: Yes. In Section 2.6 and Section 2.7, we have a brief overview of the underlying complex-
ity of Fully Homomorphic Encryption. However, FHE-SD did not require advanced knowl-
edge for its implementation; this aspect is verifiable by analyzing the FHE-SD source code
and through the concepts in Section 3.3 and Section 4.2, which summarize how Concrete

abstracts the complexity of FHE.
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(c) Do applications like spam detection require hardware acceleration or specialized hardware?
To address this question, we establish that specialized hardware is unnecessary if a single

spam email can be classified as spam or ham within 10 seconds.

A: Based on research works and empirically, it is acknowledged that sending and receiving
emails takes less than a second to around 30 minutes. This duration can vary depending
on the network and server load [198]. Thus, we first defined 10 seconds as a reasonable
threshold time to classify a single email in real-world scenarios. This value is based on
the statement from a commercial anti-spam solution [199] and a conversation with the
CERT.br®. After establishing the threshold, we selected LinearSVC as the most suitable
reference algorithm because it delivered the best results in our tests. Besides, it is the
most adopted machine learning algorithm for spam detection, as indicated by the related
works discussed in Section 3.5 and Section 3.6. The LinearSVC classified 1200 emails
in 23,47 minutes as per Table 5.4, row nine (Total Testing Inference). Dividing that result
by 1200, we have 1,17 second to classify a single email, a value below the threshold
of 10 seconds. We successfully achieved good results with no use of specialized hard-
ware. However, the impact of utilizing datasets containing other types of features, such

as images, still requires evaluation.

3CERT.br is the Brazilian National Computer Emergency Response Team, maintained by NIC.br, which is the executive branch
of the Brazilian Internet Steering Committee: https://www.cert.br
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6.1 Conclusions

The prevalence and often compulsory use of cloud computing has resulted in many security incidents,
such as data breaches in both public and private sectors, exposing millions of individuals’ information.
Besides the security concerns, service providers lack transparency, disregard regulations, and use pri-
vate data for purposes such as targeted advertising and training large language models (LLM) based
services, which has recently become a highly profitable sector. Additionally, many electronic mail (email)
providers have been found to cooperate with intelligence agencies for illegal surveillance of individuals
and governments. Fully Homomorphic Encryption is a known potential solution for these security and
privacy concerns.

However, Big Tech corporations such as Google, Microsoft, Yahoo, Meta, and Apple might be a major
obstacles for FHE since they built their business on exploiting private data. Therefore, FHE’s progress
somehow depends on how successful society is in advocating for its rights and governments in regulating
and enforcing the law over these corporations. It also requires active participation of the academic sector
by reaching the general lay public. No change comes without a collective effort.

In this thesis, we conducted a series of experiments to assess the feasibility and perspectives for
wide adoption of Fully Homomorphic Encryption (FHE), having as an experimental subject the FHE-SD,
a spam detection application crafted to achieve our research objectives. FHE-SD enabled us to evaluate
the performance of machine learning-based spam detection algorithms in both FHE-encrypted data and
on-clear data, providing us with reliable results under comparable setups. Moreover, it offered valuable
insights into the practicality of leveraging FHE in real-world applications, even when dealing with limited
hardware resources and constrained knowledge of FHE’s mathematical basis, such as lattices. We
demonstrated that the time and effort required to develop FHE applications is greatly reduced by using
compilers and libraries to abstract the inherent complexity of FHE schemes such as TFHE.

Through FHE-SD, we evaluated the implementation of an FHE spam detection solution compatible
with a client-server model from the early development stages up to deployment while partially simulating
networking interactions using disk or memory space.

The data preprocessing approach was uniform for both FHE and non-encrypted scenarios, as the
machine-learning models were initially trained on unencrypted datasets. The FHE-SD does not support
encrypted training as it was developed before the release of CML 1.4, which introduced limited support
for encrypted training exclusively for SGD Classifiers - algorithms not addressed in this study. Our tests
covered linear models (LinearSVC and Logistic Regression) and tree-based models (Decision Tree and
XGBoost), with the linear models consistently outperforming the tree-based models.

The linear models proved to be highly effective for spam detection, aligning with existing research in
the field. We conducted a thorough comparison of various metrics and successfully demonstrated the

potential of performing Fully Homomorphic Encryption (FHE) inference on encrypted data. The robust-
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ness of these results was further reinforced by the fact that each model yielded consistent outcomes with
both encrypted and unencrypted data. Although the tree-based models showed poor performances, this

could also be due to bad calibration or the nature of the dataset.

Despite continuous improvements, runtime performance remains the primary limitation when adopt-
ing Fully Homomorphic Encryption. In our testing environment, we observed that FHE linear models
were 1152 times slower than their on-clear counterparts and the tree-based models 16 879 times slower.
When comparing the different FHE scenarios, we discovered that the linear models required approxi-
mately 23 minutes to complete the execution, while the Decision Tree model took over 11 hours and

XGBoost over 20 hours.

The performance of FHE models is primarily determined by factors such as the bitwidth, quantization,
and the number of TLU operations required. Linear models are much faster than tree-based models
because they do not use TLUs. Tree-based models involve many TLU operations, which relates to the
number of nodes and leaves in the trees. These can grow significantly based on the number of estimators

and the maximum depth allowed.

XGBoost is a tree-ensemble algorithm known for its superior performance. In the on-clear scenario, it
surpassed the performance of the decision tree model. Regardless, our analysis indicated that quantiza-
tion has the most impact on the performance in the FHE scenario. Tests with reduced bitwidth exhibited
a significant performance boost, although at the cost of accuracy. It is also worth noting that we did not
implement custom TLU nor programmable bootstrapping (PBS) in an attempt to optimize the operations,

which may not be possible when relying solely on Concrete API.

The variations in quantization methods significantly impact the comparability between fully homomor-
phic encryption (FHE) and on-clear scenarios, thereby influencing the reliability of our comparisons. For
instance, this study did not include Neural Networks (NN) algorithms due to the substantial difference in
the way NN is implemented in Concrete compared to pure scikit-learn implementation, not just in terms

of quantization but also because CML uses the skorch library to integrate with scikit-learn dependencies.

The findings outlined in this study are promising despite the performance challenges. FHE-SD was
deployed in a low-power machine, where the entire machine-learning workflow was executed, from train-
ing to inference. This would typically involve three distinct machines in real scenarios: a deployment
machine for training the model, a dedicated server for loading the model and performing inferences, and
a client machine for providing encrypted inputs to the server. So, the execution times are satisfactory,
especially considering that we have combined two resource-intensive technologies: fully homomorphic
encryption and machine learning. We obtained our metrics using a feature array with 1200 rows and
5000 features as input for the models. It means that we classified 1200 emails, which requires more
computational resources while relying solely on the automatic parallelization provided by the Concrete

compiler. Taking as reference the LinearSVC results, it classified a single email in around 1,17 second,
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value bellow the defined threshold of 10 seconds. Therefore, we successfully obtained good results using
general-purpose hardware and without relying on advanced knowledge of cryptographic and mathematic
principles to implement a FHE solution. Such results and the ongoing investments in libraries and stan-

dardization presented in Section 3.3 and Section 3.4 reinforce FHE’s potential for broad adoption.

6.2 Future Work

This research primarily utilized Fully Homomorphic Encryption (FHE) for private inference. The models
made predictions on encrypted inputs, and the encrypted results were only decrypted by the client or
user. Protocols should be established to protect the data used for training and ensure complete privacy.
A possible approach is through federated learning, which maintains data privacy using a trusted gradient
aggregator and differential privacy. Another potential research direction would be implementing the SGD
Classifier model to test encrypted training and deploy it in a real network under a client-server architec-
ture, as shown in Figure 4.1. We also did not evaluate email datasets containing images and other types
of features, which may present higher computing costs and are not currently supported by FHE-SD.
Further evaluations could also be achieved by adding to FHE-SD support for hardware acceleration.
For example, the current results could be compared in a similar setup using GPU parallelization. In any
case, with the growing impact of climate change and human predatory economic activities, most research
works should consider its impact on the environment. Hardware acceleration can be useful only in cases
where the energy requirements are compatible with international goals for carbon emissions reduction
[58,200]. Otherwise, research efforts should be focused on continuously improving the performance of

the algorithms and schemes.
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FHE-SD

The program and scripts of this project implement spam detection using Fully Homomorphic Encryption
(FHE). It is based on the Concrete libraries provided by Zama and in a TFHE (Fast Fully Homomorphic
Encryption over the Torus) compiler.

FHE enables performing computations on encrypted data directly without the need to decrypt it first.
This prevents developers from accessing private user data and provides additional security in the event
of data leaks.

Project is available at: https://gitlab.com/adrianorp/project-fhe-sd

(or in the zip file provided)

Purpose

This project contains the experimental stages of the thesis to obtain a master's degree in Information
Security and Cyberspace Law from the Instituto Superior Técnico of the University of Lisbon (IST).
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Getting Started

Features Summary
- Extensive documentation with Sphinx.

- Command line parametrization and --help

— Dataset preprocessing compatible with Enron Corpus.

- FHE and On-clear model training and spam detection.

- Model training support on Linear SVC (SVM), Logistic Regression, Decision Tree, XGBoost.

- Several metrics for resource usage, accuracy, precision, etc. (some in separated scripts in the
test directory).

- Test mode and real mode (test mode is advised for complete and precise metrics).

Installation
- FHE-SD works only in Linux or Windows Subsystem for Linux and may be installed with pip.

- FHE-SD requires Python 3. 160.
- ltis recommended to use the requirements.txt to install the dependencies.

- Extract the project zip file in the desired Linux directory.

Pip
To install FHE-SD, run the following:

pip install -U pip wheel setuptools
pip install concrete-ml

To install all dependencies, run the following command inside project-fhe-sd directory:

pip install -r requirements.txt

Working with FHE-SD

Usage
- The main program is in module perform_detection.py, located in the root directory project-fhe-
sd.

- stand-alone scripts are located in ..\project-fhe-sd\test.



- To customize the FHE-SD runtime parameters edit the file config.ini located in ..\project-fhe-
sd\config or edit and execute the script create_config_ini.py located in the same directory.

For details on how to use FHE-SD run the help manual through the command line:
python perform_detection.py --help

Example

Execution on-clear scenario in test mode using Linear SVC algorithm:

python perform_detection.py --test-mode --email-data '<path_to_dataset>/enron-spam/1-
preprocessed-small-set' --model-alg 'svc' --mode fhe

Limitations

- Tree-based algorithms require Concrete-ml (CML) 1.4 or higher for improved performance
through rounded quantizers.

- Linear models are defective in specific scenarios using CML between versions 1.4 and 1.5 (Bug
fixed in CML 1.6.0).

- The model weights and parameters are not encrypted.

- FHE-SD supports training only on plaintext/on-clear data. Support for model training on FHE-
encrypted data was introduced in CML version 1.6 after this project was concluded and for
SGDClassifier only.

License

BSD 3-Clause License
Copyright (c) 2024, Adriano Roberto Pinto

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

3. Neither the name of the copyright holder nor the names of its
contributors may be used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF



MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE

OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Note:This software uses several dependencies that have different licenses. It is the responsability of the
user of this software to ensure they have the proper rights to the underlying dependencies.

FHE-SD Structure Overview

~ [ project-fhe-sd

v [7 classifiers
& decision_tree.py
A linear_svc.py Classifier Implementations - evoked by classifiers_proxy. py
& |ogistic_regression.py
& xgboost_c.py

~ [ common
& classifiers_proxy.py

. Common modules used to call the classifiers and contains shared
& client_server.py

routines
& utils.py
~ [ config
= config.ini % Configuration file generated by create_config_ini.py

& create_config_ini.py
& read_config_ini.py
[T data
> [ fhe_files
> [T on_clear_files Folders for temporary files, such as models, keys and datasets
» [0 preprocessed-tiny-dataset
v [Otest
& network_simulation.py
& Utils_Calibration_Plot_Multiple.py
& Utils_ConfusionMatrix_Plot_Multiple.py Standalone scripts for metrics and simulations
& Utils_ROC_AUC_Plot_Multiple.py
= LICENSE
@ perform_detection.py < Main program/module
[0 Pipfile
= Pipfile.lock
m+ README.md
= requirements.txt < List of dependencies, libraries and related versions
> [lh External Libraries
» =" Scratches and Consoles

} Modules to generate and read config.ini file

£




Basic Manual

Execute the command: python perform_detection.py --help

usage: perform_detection.py [-h] [--mode {fhe,clear}] [--email-data EMAIL_DATA] [--model-alg
{svc,dectree,logreg,xgb}] [--test-mode]

This application is an study on spam detection using Fully Homomorphic Encryption (FHE) implemented
using the Concrete libraries provided by Zama. The application supports two modes (test and real mode)
and for comparison purposes it can be executed over FHE encrypted data and on-clear/plaintext data.
Several metrics are supported to measure performance, resources usage and accuracy of the results. For
details on Concrete library: https://docs.zama.ai/concrete-ml

On-Clear Real mode usage example:

S python perform_detection.py --email-data '/../DATASET/enron-spam/4-preprocessed-small-
set/enronl/spam/0006.2003-12-18.GP.spam.txt' --model-alg 'dectree' --mode clear

On-Clear test mode usage example:

S python perform_detection.py --test-mode --email-data '/../DATASET/enron-spam/4-preprocessed-
small-set' --model-alg 'dectree' --mode clear

FHE Real mode usage example:

S python perform_detection.py --email-data '/../DATASET/enron-spam/4-preprocessed-small-
set/enronl/spam/0006.2003-12-18.GP.spam.txt' --model-alg 'svc' --mode fhe

FHE test mode usage example:

S python perform_detection.py --test-mode --email-data '/../DATASET/enron-spam/4-preprocessed-
small-set' --model-alg 'svc' --mode fhe

options:
-h, --help show this help message and exit
--mode {fhe,clear} Define the type or mode of processing, where:
- fhe = Train models and predict using Full Homomorphic Encryption

- clear = Train models and predict on clear/plaintext (non-encrypted data)



--email-data EMAIL_DATA

When executed in real mode the the absolute path to the email file should be provided (for
real mode just omit the argument --test-mode). If in test mode then the path to the dataset should be
provided in place of the email file. An email file represents a email message to be checked for spam (real
mode only) and the dataset path is where the dataset used for training is stored (--test-mode only).

--model-alg {svc,dectree,logreg,xgb}
Define the algorithm used to train the model and for the prediction, where:
+ svc = LinearSVC
+ dectree = DecisionTree
+ logreg = LogisticRegression
+ XGB = XGBoost

--test-mode The test mode uses a subset of the training data through train_test_split(). The model
is trainedfrom scratch and saved to disk. If --test-data is omitted, then the program will be executed in
real mode and load the model from disk.In real mode the input data is a feature matrix created from a
single email file representing an email message (see --email-data). In real mode it is required to have the
model saved to disk in advance. To generate a model file you must run the program in test mode first.
Once you have the model file in disk it is not required to run in test mode again.
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